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1  About this privacy notice 

1.1. Who and what is this notice for?  

This notice contains important information on the collection of your personal data by Euroclear 

when you become an employee of Euroclear and how we further collect and process your 

personal data during our contractual relationship. More specifically, this notice explains what 

types of personal data are gathered, how the personal data is used, and with whom the personal 

data is shared. It also sets out your rights in relation to personal data.  

1.2. Who controls your personal data?  

Euroclear Sweden takes its data protection obligations seriously. We, Euroclear Sweden AB, with 

registered office at Klarabergsviadukten 63, Po Box 191, SE - 101 23 Stockholm (Sweden) and 

registered under organisation number 556112-8074 ("Euroclear", "we", "us" or "our"), are the 

controller of your personal data and are therefore responsible for processing it in accordance 

with the law.  

 

2 Personal dataWhat personal data do we collect from you and 

why? 

Personal data is any information relating to an identifiable individual.  

The types of personal data we process about you as well as the purposes for which we process 
them are listed in the in the table below. 

Purposes of the Processing Nature of Personal Data 

Onboarding / Offboarding 

1. Employee Agreement 

2. Telephones management (mobile, fixed 

and switchboard) 

3. Organisational charts 

4. Recruitment 

• Personal details1 

• Professional details2 

• CV and personal letter 

• Family (emergency contact) 

• Financial details (bank account details for payroll 

payment and I-expense) 

• Recruitment details (start of employment, cost 

centre, local classification/BESTA-code) 

• Health-related data and other information for 

legal purposes 

• Conflict of interest 

HR Management  

1. Payroll  

2. Pension  

3. Expenses  

4. Register of lunch voucher 

• Personal details1 

• Professional details2 

• Financial details  

• Register of leave of absences 

• Register of overtime 

 

1 Personal details can include name, gender, date of birth, nationality, legal address, mailing address, private 

email, telephone numbers, and personal identity number. 

2 Professional details include job title, function, department/entity, job location, e-mail address 
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Purposes of the Processing Nature of Personal Data 

5. Vacation lists • Annual statement to Tax Authority                               

Performance review and employee 

development  

1. Performance Review 

2. E-learning and training  

3. Salary and bonus Management 

• Personal details1 

• Professional details2 

• Performance details, evaluation and career-

related data 

• Education, training attendance and scoring (when 

applicable) 

• Financial details 

Information related to employees' 

representative activities 

• Personal details1 

• Professional details2 

• Other relevant information related to the relation 

with the employee representatives (list of 

mandates, etc.) 

Health and well-being at work and home 

office 

1. Harassment and Conflicts of interest 

2. Benefits register 

3. Manage adaptation requests (e.g. specific 

ergonomic furniture or other equipment, 

time-off etc.)   

4. Gifts from Euroclear to employees  

5. Events (e.q. attendance, advertising 

events and media relationships) 

• Personal details1 

• Professional details2 

• Description of the possible conflict and impact  

• Health related data for legal reason 

• Personal behaviour related to breach of code of 

business conduct  

• Financial details 

Reporting 

1. Report to management 

2. Speak-up 

3. Insider report information and consent 

4. Transaction reporting 

5. Internal fraud 

6. Gifts and events log 

• Personal details1 

• Professional details2 

• Transactions details 

• Financial data (when applicable) 

Security and business continuity 

1. Business continuity 

2. On call list 

3. Access control to premises 

4. CCTV 

5. Photos 

6. Archiving / shredding  

7. User and access rights 

• Personal details1 

• Professional details2 

• Recording of images (videos and photos) 

• Overview of employee access to Euroclear 

premises 

• Overview of user access rights 

IT & Security 

1. Manage information (share drive, e-mail) 

2. Access to Windows and peripheral 

systems  

3. Inbox and outbox of the email system 

4. Security analysis/monitoring  

• Personal details1 

• Professional details2 

• Log in data 

• Calendar information 

• Content of electronic messages under restricted 

circumstances 

• IP Address  
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Purposes of the Processing Nature of Personal Data 

5. Assets and device management 

6. Avoid malware  

7. Service requests 

8. Website management 

9. Software management 

10. IT projects 

• Photos 

 

2.2 Where does your personal data come from? 

The personal data we collect from you comes, for example, from the following sources:  

a) Information you give us 

We collect personal data we directly receive from you when: 
 

• You fill in a form on our website or you send us an e-mail ;  

• You participate in our events (we may take pictures during events for employees for 
instance);  

• You provide us with personal data within the framework of your employment contract 
(such as information on your family members, your bank account details etc.); or 

• You provide us with personal data (such as private contact-details when you are on 
long term absence, career aspirations, etc.).  

b) Information we receive from other sources 
 

We collect personal data on you through: 

• Third party contractors, consultants or other employees: for example, experts 
involved in a project may provide feedback on you within the framework of a project; 

• Recruitment agencies. 
 

2.3 What is the legal basis for processing your personal data? 

We will normally process personal data from you only where:  

• We need the personal data to carry out a contract with you; 

• We need the Personal Data to comply with our legal obligations; or  

• The processing is in our legitimate business interests, e.g. building security within 

our office premises, protecting our IT infrastructure.  

 

2.4 How long is personal data kept?  

Your personal data is currently retained for the duration of your contract and some of it is 

currently kept for several years after the end of your contract, as specified below. 

We have defined and implemented precise retention periods to ensure we do not keep data 

longer than necessary to achieve the purposes for which the data was collected and to comply 

with the relevant legal obligations. The criteria we use for defining these retention periods are 

mainly found in our civil, employment and social security law obligations as well as Central 

Securities Depository Regulation (CSDR). On the basis of these obligations, we must keep most 

of your personal data 10 years after the end of the employment contract. 
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Images recorded by security cameras in and around our premises are kept for 30 days from the 

visit, except otherwise requested by the police / public prosecutor and / or legal department 

(this will notably be the case if the recorded images show potential criminal activity or 

incidents). 

 

2.5 Who do we share your personal data with? 

a) Transfers within the Euroclear Group or to third parties 

• We transfer your personal data within the Euroclear group (including partners in a joint 
venture or cooperation agreement) for purposes consistent with this notice. We take 
precautions to allow access to personal data only to those employees who have a 
legitimate business need for access (e.g.  to administer human resources, and employee 
compensation and benefits at an international level) and with a contractual prohibition 
of using the personal data for any other purposes.  We also share this information for 
other legitimate business purposes (such as IT services/security, tax & accounting 
purposes, general business management). 
 

• We may disclose your personal data to our third party contractors and consultants who 
provide data processing services to us, or who otherwise process personal data for 
purposes that are described in this notice or notified to you when we collect your 
personal data. This may include career coaches and training providers in the framework 
of Euroclear Development Center, training support, coaching, administration of 
employee compensation and benefits, payroll support services, HR information 
management, consultation and analysis services, relocation, tax and travel management 
services.  
 

• Euroclear may also provide your personal data to any competent law enforcement body, 
regulatory, government agency, court or other third party such as but not limited to, 
Police Authorities, Financial Supervisory Authorities, courts and Tax Agencies, where 
disclosure is necessary (i) as a matter of applicable law or regulation, or (ii) to exercise, 
establish or defend our legal rights. 
 

• We may also disclose your personal data with our auditors, advisors, legal representatives 
and similar agents in connection with the advisory services they provide to us for 
legitimate business purposes and under contractual prohibition of using the personal data 
for any other purpose. 

b) International personal data transfers 

Our group companies and third party contractors and consultants operate around the world. 
This means that we may process personal data outside the European Economic Area (“EEA”). 
However, we have taken appropriate safeguards to require that your personal data will 
remain protected in accordance with this notice. These include implementing data transfer 
clauses with our third party contractors and consultants and binding corporate rules for 
transfers of personal data within our group.  

 

2.6 What are your rights regarding personal data? 

The right to be 
informed 

Euroclear is publishing this notice to keep you informed as to what 
we do with your personal data. We strive to be transparent about 
how we use your personal data. 
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The right to access You have the right to access your personal data. Please contact 
Euroclear’s Data Protection Officer if you wish to access the personal 
data Euroclear holds about you, at the postal address mentioned in 
section 3 of this notice. 

The right to 
rectification 

If the personal data Euroclear holds about you is inaccurate, not 
complete or up to date, you have the right to ask us to rectify or 
update it. If such personal data has been disclosed to a third party in 
accordance with this notice, then we shall also ask such party to 
rectify or update your personal data. Please contact our Data 
Protection Officer if you need us to rectify your information at the 
postal address mentioned in section 3 of this notice. 

The right to erasure This is sometimes called ‘the right to be forgotten’. If you want to 
request Euroclear to erase your personal data and we do not have a 
legal reason to continue to process and hold it, please contact our 
Data Protection Officer at the address mentioned in section 3 of this 
notice 

The right to restrict 
processing 

In some circumstances, you have the right to ask Euroclear to restrict 
how we process your personal data, see section 2.8. This means we 
are only permitted to store the data. If you want us to restrict 
processing of your personal data, please contact our Data Protection 
Officer at the address mentioned in section 3 of this notice. 

The right to data 
portability 

In certain circumstances, Euroclear allows you to obtain the personal 
data we hold about you in a structured, commonly used and machine-
readable format and to transmit this personal data to another 
controller without any hindrance. Please contact our Data Protection 
Officer at the address mentioned in section 3 of this notice, if you 
want information how to transfer your personal data elsewhere.  This 
right only applies to personal data that you have provided to us as 
the data controller. The personal data must be processed by us for 
the performance of a contract and processing of your personal data 
must be carried out by automated means. 

The right to object In some circumstances, you have the right to object to specific types 

of processing of your personal data, such as when processing is based 

on our legitimate interests (as explained in section 2.3). If you wish 

to object please contact our Data Protection Officer at the address 

mentioned in section 3 of this notice. 

The right to withdraw 
consent 

If you have given us your consent to process your data but would 
change your mind later, you have the right to withdraw your consent 
at any time, and Euroclear will then stop processing your personal 
data. If you want to withdraw your consent, please contact our Data 
Protection Officer at the address mentioned in section 3 of this 
notice. Withdrawing your consent will not affect the lawfulness of 
any processing we conducted prior to your withdrawal, nor will it 
affect processing of your personal data conducted in reliance on 
lawful processing grounds other than consent. 
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The right to complain 
to a Supervisory 
Authority 

You have the right to complain to your local data protection authority 
about our collection and use of your personal data if you feel that 
Euroclear has not sufficiently addressed any concern of complaint. 
For more information, please contact your local data protection 
authority. You can find contact details for data protection authorities 
in the European Economic Area, Switzerland and certain non-
European countries (including the US and Canada) here. Contact 
details for the Swedish Authority for Privacy Protection (Sw: 

Integritetsskyddsmyndigheten) can be found here: www.imy.se. 

 

2.7 What about data security and quality? 

We implement risk-appropriate measures and processes that are designed to provide a level of 
security appropriate to the risk of processing your personal data to help us to keep your personal 
data secure and to maintain its quality. 

In order to keep your personal data secure, we have implemented a number of security 
measures, including:  

• Secure operating environments - We store your data in secure operating environments 
and only accessible to Euroclear employees, contractors and consultants on a need-to-
know basis. Euroclear also follows generally accepted industry standards in this respect.  

• Encryption - We use industry-standard encryption to provide protection for information 
that is transmitted to us. 

• Prior authentication for IT access and access to premises - We require our employees 
to verify their identity (e.g. through login ID, password, pin codes and badges) before 
they can access IT bases and business premises.  This is aimed to prevent unauthorized 
accesses.  

2.8 What if you do not want us to process your personal data? 

If you do not want us to process your personal data and the processing is necessary in order to 
(i) perform your employment contract and related obligations, (ii) perform our legal and 
regulatory obligations as your employer, (iii) and provide you any other services such as training, 
coaching etc. Then this may have consequences on your employment and the position you fulfill. 

2.9 How often does Euroclear update this notice? 

We may update this notice from time to time in response to changing legal, technical or business 

developments. When we update our notice, we will make sure to inform you, consistent with 

the significance of the changes we make.  

You can see when this notice was last updated by checking the “last updated” date displayed at 

the top of this notice. The most up to date version will be the one kept on the intranet.  

 

3 Questions or concerns?  
If you want to request information about this notice, you can contact our Data Protection 

Officer by e-mailing us at es.dpo@euroclear.com or writing to our Data Protection Officer by 

writing to Euroclear Sweden AB, Data protection officer. PO Box 191, SE-101 23 Stockholm, 

Sweden. 

http://ec.europa.eu/justice/data-protection/article-29/structure/data-protection-authorities/index_en.htm
https://www.imy.se/
mailto:es.dpo@euroclear.com

