
  
 
 
 

1. About this privacy notice 
 
This notice applies to the personal data of natural persons working for our suppliers or acting as agent or 
representative of our suppliers (“you”, “your”). Suppliers are understood as any third party that provides goods or 
services to Euroclear (such as a consultant, contractor, advisor or vendor). Board members under a non-employee 
status are also considered as suppliers. This notice explains what types of personal data are gathered from our 
suppliers, how the personal data is used, and with whom the personal data is shared. It also sets out our suppliers’ 
rights in relation to personal data. 
 

2. Purpose and legal basis for processing of personal data 

 
We process personal data about our suppliers when:  

 It is necessary to enter into a contract or carry out a contract with the entity you represent;  
 It is necessary to comply with our legal obligations, or  
 It is in our legitimate business interests e.g. security purposes. 

 
We process personal data about our suppliers for the following purposes 

 Administration and reporting (legitimate business interest) 
 Sourcing (legitimate business interest, legal obligation regarding e.g. verifying working permits) 
 Contract management (contract) 
 Assessment of suppliers’ performance (legitimate business interest) 
 Access and security management (legitimate business interest to protect our IT infrastructure) 
 Preventing corruption and bribery (maintenance of conflicts of interest and gifts & hospitality register) 
 Payment of invoices (contract, legal obligations regarding e.g. book-keeping) 

 
3. What personal data do we collect from you and why? 

 
The primary reason we process your personal data is to approve, manage, administer or effect an agreement 
between Euroclear and the supplier you represent or work for. In this respect, we use your personal data, i.a. to 
organize our sourcing activities, issue purchase orders, process payments, perform accounting, manage our 
contract or review the services or products you supply us with.  
 
In addition, we process personal data to meet our legal obligations (such as record keeping obligations, screening 
duties of board members), as well as to manage our risks and operations (e.g. prevent and detect security threats, 
fraud prevention, exercise or defend legal claims).  
 
More details are provided in the table below. 
 

Purposes of the processing Types of personal data 

Administration and reporting  Business card details: name, title, company, 

mailing address, and telephone numbers. 
 IT and telephone (only applicable to 

contractors/consultants)  
 System and applications (only applicable to 

contractors/consultants) 
 Transactions reporting: hours and billing (only 

applicable to contractors/consultants) 

Sourcing  Business card details: name, title, company, 

mailing address, and telephone numbers.   
 Professional / Educational background checks  
 Rates / prices  

 CVs (only applicable to 

contractors/consultants) 

Contract management  Business card details: name, title, company, 

mailing address, and telephone numbers. 
 Management of supplier relationship 
 Criminal record (only applicable to 

contractors/consultants) 
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 Financial status: credit report (only applicable 

to contractors/consultants)  
 Contact persons in case of emergency 

(voluntary, only applicable to 
contractors/consultants) 
 

Assessment of suppliers’ performance  Business card details: name, title, company, 

mailing address, and telephone numbers. 
 Information/surveys on performance of 

supplier 
 

Access and security management  Business card details: name, title, company, 

mailing address, and telephone numbers. 
 Request for access from (HR)Date of birth, 

gender, nationality 
 Access and authorities 

 Photography 
 Recorded material on surveillance cameras 

(separate privacy notice exists) 
 

Payment of invoices  Business card details: name, title, company, 

mailing address, and telephone numbers. 
 Financial details 

 Invoice details 

 

Preventing corruption and bribery  Name, title, company 
 Details regarding the gifts / hospitality 

given or received 
 Information on potential or actual conflicts 

of interests 

 
As a general rule, we keep personal data as long as we have a relationship with the supplier you represent or work 
for. After a contractual relationship ends we must keep it for a period of 10 years (to answer any contractual liability 
issues following the statutory period of limitations set by law).  
 
Images recorded by security cameras in and around our premises are kept maximum for 1 year from the visit, except 
otherwise requested by the police / public prosecutor and / or legal department (this will notably be the case if the 
recorded images show potential criminal activity or incidents). 

 

4. Data sources 
 
The personal data we collect from you come from the following sources:  
 
a) Personal data you give us  
We collect personal data from you when you:  

 send us personal data on forms and e-forms, such as your name, address, telephone number, tax 
identification number, date of birth 

 provide us personal data necessary to enter into a contract, such as your name, address, professional 
phone number and e-mail address, function and/or position held within our supplier’s organization; or  

 provide us personal data during the performance of your services for Euroclear. 
 
b) Information we receive from other sources  
We collect your personal data through:  

 background information from third party providers;  
 our employees or business relationships, such as feedback on you we receive from other contractors or our 

employees;  
 publicly available sources to confirm signatory powers 
 details on your intervention in board meetings (i.e. through board minutes). 

 

5. Who do we share your personal data with? 
 
Transfers within the Euroclear Group or to third parties: 
 

 We may transfer personal data only to other Euroclear affiliated entities or our business partners (e.g. joint 
venture companies), which are or will be involved in receiving services from our suppliers. We take 
precautions to allow access to personal data only to those staff members who have a legitimate business 
need for access and with a contractual prohibition of using the personal data for any other purpose.  
 

 Euroclear may also provide your personal data to any competent law enforcement body, regulatory, 
government agency, court or other third party such as but not limited to, the police, the financial supervisory 



authorities, the tax and social security agencies, as well as courts, where we believe disclosure is necessary 
(i) as a matter of applicable law or regulation, or (ii) to exercise, establish or defend our legal rights.  

 
 We also disclose your personal data to our third party vendors, service providers and partners who provide 

data processing services to us (e.g. IT platform management or support services, infrastructure and 
application services, data analytics, security agents), or who otherwise process personal data for purposes 
that are described in this privacy notice or notified to you when we collect your personal data.  

 
 We may also disclose your personal data with our auditors, advisors, legal representatives and similar agents 

in connection with the advisory services they provide to us for legitimate business purposes and under 
contractual prohibition of using the personal data for any other purpose.  

 

6. Transfers of personal data outside EU or EEA 
 
Our Euroclear group companies and third party contractors and consultants operate around the world. This means 
that we may process personal data outside the European Economic Area (EEA). However, we have taken appropriate 
safeguards based on our risk assessments to require that your personal data will remain protected in accordance with 
this notice. These include implementing data transfer clauses with our third party vendors, contractors and consultants 
and binding corporate rules for transfers of personal data within our group. 

 

7. Security measures 

 
We implement risk-appropriate measures and processes that are designed to provide a level of security appropriate 
to the risk of processing your personal data to help us to keep your personal data secure and to maintain its quality.  
 
To keep your personal data secure, we have implemented a number of security measures:  

 Secure operating environments - We store your data in secure operating environments and only accessible 
to Euroclear employees, agents and contractors on a need-to-know basis. Euroclear also follows generally 
accepted industry standards in this respect.  

 Encryption - We use industry-standard encryption to provide protection for information that is transmitted 
to us.  

 Prior authentication for IT access and access to premises - We require our staff and contractors to verify 
their identity (e.g. through login ID, password, pin codes and badges) before they can access IT bases and 
business premises. This is aimed to prevent unauthorized accesses. 

 

8. What are your rights in respect to your personal data? 
 
According to the General Data Protection Regulation, data subjects have the following rights regarding their personal 
data: 
• Right of access to their personal data 

• Right to request the controller to rectify incomplete or incorrect personal data 
• Right to object to or restrict the processing of personal data and to object to automated decision-making 
• Right to request the controller to erase personal data 
• Right to transfer personal data to another controller 
 
If the data subject wishes to exercise his or her rights, he or she should contact the Data Protection Officer of Euroclear 
Finland specified below. If the data subject has given his or her consent for processing and, in the absence of any 
other legal basis, the data subject is entitled to withdraw consent by contacting the Data Protection Officer of Euroclear 
Finland. If the data subject believes that his or her personal data are not being processed in accordance with the 
General Data Protection Regulation, the data subject has the right to file a complaint to the supervisory authority. 

 

9. Controller 
 
Euroclear Finland Oy 
Mailing address: PL 1110, 00101 Helsinki 

Street address: Urho Kekkosen katu 5 c, 00100 Helsinki 

 

10. Data Protection Officer 
 
If you want to request information about this notice or the processing of personal data, you can contact our Data 
Protection Officer by e-mailing us at DPO.Finland@euroclear.eu or writing to our Data Protection Officer by writing 
to Euroclear Finland Oy, Data protection officer. PO Box 1110, 00101 Helsinki, Finland. 
 
Email: DPO.Finland@euroclear.eu 
Phone: 358 (0)20 770 6380 
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