
1 

Disclosure Framework
Observance by Euroclear UK & International of the CPMI-IOSCO 

Principles for Financial Market Infrastructures 

November 2022 



  

 

2 

 

Euroclear UK & International Limited CPMI-IOSCO Disclosure Framework 2022  

Jurisdiction:         United Kingdom 

Authority supervising the Financial Market Infrastructure (FMI):   Bank of England 

The date of this disclosure is:       November 2022  

This disclosure can also be found at:      www.euroclear.com  

For further information, please contact:                EUI.RegulatoryTeam@Euroclear.com   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.euroclear.com/
mailto:EUI.RegulatoryTeam@Euroclear.com


  

 

3 

 

Disclosure Framework 

Contents 
 

INTRODUCTION 4 

EXECUTIVE SUMMARY 5 

SUMMARY OF KEY CHANGES AND MARKET EVENTS SINCE THE LAST UPDATE OF THE 
DISCLOSURE FRAMEWORK IN 2016 7 

OPERATIONAL RESILIENCE 9 

OUR STRATEGY 11 

OUR ROLE AS FMI 12 

PRINCIPLE 1: LEGAL BASIS 15 

PRINCIPLE 2: GOVERNANCE 19 

PRINCIPLE 3: FRAMEWORK FOR THE COMPREHENSIVE MANAGEMENT OF RISKS 26 

PRINCIPLE 4: CREDIT RISK 31 

PRINCIPLE 7: LIQUIDITY RISK 33 

PRINCIPLE 8: SETTLEMENT FINALITY 38 

PRINCIPLE 9: MONEY SETTLEMENTS 40 

PRINCIPLE 10: PHYSICAL DELIVERIES 43 

PRINCIPLE 11: CENTRAL SECURITIES DEPOSITORIES 44 

PRINCIPLE 12: EXCHANGE-OF-VALUE SETTLEMENT SYSTEMS 49 

PRINCIPLE 13: PARTICIPANT-DEFAULT RULES AND PROCEDURES 50 

PRINCIPLE 15: GENERAL BUSINESS RISK 53 

PRINCIPLE 16: CUSTODY AND INVESTMENT RISKS 56 

PRINCIPLE 17: OPERATIONAL RISK 58 

PRINCIPLE 18: ACCESS AND PARTICIPATION REQUIREMENTS 70 

PRINCIPLE 19: TIERED PARTICIPATION ARRANGEMENTS 74 

PRINCIPLE 20: FMI LINKS 76 

PRINCIPLE 21: EFFICIENCY AND EFFECTIVENESS 78 

PRINCIPLE 22: COMMUNICATION PROCEDURES AND STANDARDS 81 

PRINCIPLE 23: DISCLOSURE OF RULES, KEY PROCEDURES, AND MARKET DATA 83 

SUPPORTING INFORMATION SOURCES 85 

GLOSSARY 86 

 



4 

Introduction 

This document contains the disclosure relating to the CPMI-IOSCO self-assessment of Euroclear UK 
& International Limited completed in July 2022.  

The document comprises three parts: 

• the context and the methodology used to complete the self-assessment as well as the level of

our observance for each CPMI-IOSCO Principle for Financial Market Infrastructures (PFMIs)

• an outline of our role as FMI in the market(s) we serve

• our Principle by Principle disclosure

As outlined in the executive summary, this self-assessment is based on a full review of all aspects of 
Euroclear UK & International falling within the scope of the PFMIs.  

A review of the self-assessment will be undertaken, at minimum, every two years and will be 
submitted to the Bank of England (‘the Bank’)1 for review. In the alternate years, the Bank requires 
us to submit a ‘top-down’ strategic review, focusing on areas of known change and how these may 
alter compliance with the PFMIs. 

Conventions 

All instances of ‘we’, ‘us’, ‘our’ and ‘the company’ refer to Euroclear UK & International Limited. 

1 References to ‘the Bank’ are made in relation to its position as supervisory authority and provider of GBP/EUR/USD payment 

arrangements 
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Executive summary 
 

The EU Central Securities Depositories Regulation (CSDR) became law in September 2014. Based 

upon the PFMIs, it introduced a complete review and standardisation of regulation applying to 

Central Security Depositories (CSDs) within the EU, including standardising permitted CSD activities 

and settlement discipline procedures across the EU.  

We last completed the PFMI Disclosure Framework in 2016. In 2018, we postponed a full review of 

the Framework in order to prioritise our CSDR authorisation application, which included an 

extensive review of our policies and procedures.  

In December 2020, we received our CSDR licence. At the expiry of the transition period on 31 

December 2020 following the UK’s withdrawal from the EU, CSDR was ‘on-shored’ and became part 

of UK law (UK CSDR)2. During 2021, we undertook our first annual CSDR Review and Evaluation 

(CSDR R&E)3 exercise, submitting a final Review and Evaluation Report to the Bank in February 2022. 

The final Report was used to support a full review of our observance of the PFMIs.  

This document provides the conclusions from our self-assessment and sets out our level of 

observance as of July 2022.  

Summary of self-assessment 

Assessment Category Principle 

Observed 1, 2, 3, 4, 7, 8, 9, 10, 11, 12, 13, 15, 16, 18, 19, 

20, 21, 22, 23  

Broadly Observed  

Partly Observed 17  

Not Observed  

Not Applicable 5, 6, 14, 24,  

 

For the purpose of this disclosure framework and in accordance with PFMI definition, an FMI 

includes five key types of FMI: Payment System (PS); CSDs; Securities Settlement System (SSSs), 

Central Counterparties (CCPs) and Trade Repositories (TRs). We have assessed the general 

applicability of each principle in its capacity as Central Securities Depository (CSD), Payment System 

(PS) and Securities Settlement System (SSS). 

We ‘fully observe’ all the PFMIs except for Principle 17: Operational Risk. We have downgraded our 

assessment to ‘partly observed’ due to the identification of issues of concern that could become 

serious if not addressed in a timely manner.  

 

2 Regulation 909/2014 of the European Parliament and of the Council of 23 July 2014 on improving securities settlement in the European Union and on 

central securities depositories amending Directives 98/26 EC and 2014/65 EC and Regulation (EU) No 236/2012 (as on -shored into UK law) (‘UK CSDR’). 

3 CSDR Level 1 Article 22: The competent authority shall, at least on an annual basis, review the arrangements, strategies, pro cesses and mechanisms 

implemented by a CSD with respect to compliance with this Regulation and evaluate the risks to which the CSD is, or might be,  exposed or which it creates 

for the smooth functioning of securities markets  
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The issues in question, of which have elements that are within scope of the 7 Key Considerations of 

Principle 17, relate to prolonged outages of core services and in particular, known areas of weakness 

in IT resilience and operational process risks.  

We have accorded a high priority to address these issues and expects to re -assess Principle 17 in 

2023; and in conjunction with this assessment, we also plan to issue an updated Disclosure 

Framework.  

Principles 5 (Collateral), although applicable to PSs and SSSs, is not in scope of our assessment as 

Euroclear UK & International does not require collateral to manage its or its participants credit 

exposure. Principle 6 (Margin), 14 (Segregation and portability) and 24 (Disclosure of market data 

by trade repositories) are also not applicable to Euroclear UK & International. 

The funds order routing service offered by means of the EMX Message System is not within the 

scope of this Disclosure Framework.  

 

 

 

 

 

 

 

 

 

 
 

 

 

 

  



  

 

7 

 

Summary of key changes and market events since the 

last update of the Disclosure Framework in 2016 
 

November 2018 – Replacement US Dollar Payments Model: The new Central Bank Money based 

model for USD payments replaces the old, assured payments mechanism and removes potential 

inter-bank credit risk by introducing limits, backed with cash collateral, and instructing payments 

directly to the National Settlement Service payment system operated by the Federal Reserve. The 

new model meant that we were able to fully observe Principle 4: Credit Risk; Principle 7: Liquidity 

Risk; and Principle 9: Money Settlements.  

June 2019 – Enhancements to Participant Default Rules and Procedures: Through the assessment 

of related CSDR articles in 2018, we identified areas for improvement impacting our full observance 

of Principle 13: Participant Default. Mitigating actions were completed to strengthen operational 

procedures and external stakeholder engagement.  

Jan 2020 – Enhancements to Risk Management Framework: Through the assessment of related 

CSDR articles in 2018, we identified areas for improvement impacting our full observance of 

Principle 3: Risk. Mitigating actions were completed to embed a risk management strategy; further 

mature the risk management framework and strengthen operational tooling.  

Jan 2020 – EU withdrawal (Brexit): Following the 2016 referendum, the UK formally withdrew from 

the EU on 31 January 2020 and entered an agreed transition period whilst a longer-term trading 

agreement was negotiated between the UK and EU. The transition period ended on 31 December 

2020 and whilst certain post-withdrawal trading arrangements were announced, financial services 

were not included. The two most significant impacts for Euroclear UK & International were that we 

were precluded from continuing to act as issuer CSD for Ireland and no longer had direct access to 

model 14 EUR settlement. 

October 2020 – Enhancements to Governance Framework: Following an independent review of our 

governance arrangements in 2019 and our assessment of related CSDR articles, we identified areas 

for improvement impacting our full observance of Principle 2: Governance. We completed a series 

of recommendations designed to improve the overall effectiveness of its governance framework. 

December 2020 – CSDR licence: In preparation for our CSDR licence (given in December 2020), we 

managed significant change throughout the organisation, including and as detailed above, the 

strengthening of its three lines of defence model and governance frameworks. We are required by 

the Bank to complete an annual Review and Evaluation of its compliance with the CSDR.  

Although there is no formal mapping to the PFMIs, CSDR level 1 articles, where applicable, can be 

clearly linked. 

December 2020 – Termination of CSD link with SIX SIS: Following the transfer of custody 

arrangements of underlying securities held via SIX SIS AG to Euroclear Bank SA/NV in August 2020, 

the CSD link with SIX SIS was officially terminated. 

  

 

4 Model 1 typically settles securities and funds on a gross and obligation-by-obligation basis, with final (irrevocable and unconditional) transfer of securities 

from the seller to the buyer (delivery) if and only if final transfer of funds from the buyer to the seller (payment) occu rs. 



  

 

8 

 

 

March 2021 – Replacement Euro Payments Model: As a consequence of the UK’s withdrawal from 

the EU and the decision by the European Central Bank to reject our request for continued access to 

TARGET2, we implemented a new Euro payments mechanism through arrangements with the 

Bank’s Customer Banking Team. The new Euro model ensured our continued observance of 

Principle 9: Money Settlements. 

June 2021 – Irish Security Migration and Suspension of the Irish Security System: As a consequence 

of the UK’s withdrawal from the EU and the expiry of specified regulatory statuses, we successfully 

completed the migration of all Irish securities to Euroclear Bank and terminated all domestic services 

relating to such securities and the operation of the CREST Irish system. 

July 2021 – Review of Business Continuity (BC) Strategy to incorporate homeworking: Responding 

to the global pandemic in 2020, we successfully implemented a homeworking strategy, integrating 

multiple initiatives to enhance our remote working capabilities. A formal review concluded that 

remote working provides an additional layer of strength to our operational resilience capabilities 

and BC planning. Remote working was formally adopted within our BC strategy, as a ‘virtual’ 

secondary processing site, in accordance with the requirements of Principle 17: Operational Risk 

(Key Consideration 6). 

September 2021 – Name Change: Effective 1 September 2021, we completed amendments to all 

CREST documents to reflect the name change from Euroclear UK & Ireland Limited to Euroclear UK 

& International Limited. 

November 2021 – Enhancements to Delivery by Value (DBV) collateral management services: 

Following market consultation, we implemented changes to the CREST settlement day to: extend 

the Term DBV window (to start at 06:00) and offer the option of a ‘Open Term DBV’ to collateralise 

securities lending transactions. These initiatives sought to reduce market risk and improvement 

market efficiency in accordance with the requirement of Principle 21: Efficiency and Effectiveness. 
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Operational resilience 
 

The provision of robust and reliable CSD services is, and always will be, at the core of our strategy. 

Together with the wider UK market, we have successfully navigated the challenges brought by the 

UK’s withdrawal from the EU and the global pandemic. During a challenging period, we were able 

to deliver key business change that ensured the continuation of services and the protection of client 

assets. 

However, our senior management and Board of Directors (‘the Board’) recognise the impact caused 

by significant operational incidents in both 2020 and 2022. We have taken these events very 

seriously and – informed by internal and external reviews of the incidents as well as our wider 

business and IT strategic review – we have implemented a significant programme of remedial 

actions and plans system modernisation [replacement] that is resilient by design and better 

supports the provision of our important business services, to enhance our overall operational 

resilience.   

Significant Operational Incidents and Remediation 

11 – 14 September 2020 – Non-Standard CREST Closure (NSCC): On 11 September 2020, the CREST 

settlement system suffered an extended disruption resulting in settlement being suspended. For 

the first time since the launch of CREST in 1996, Non-Standard CREST Closure (NSCC) procedures 

were invoked. The disruption was caused by a defect in a technical component. The incident caused 

further disruption on the morning of 14 September. 

NSCC Remediation: In response, we launched several internal and external post-incident reviews. 

The output of these reviews was used to inform our remediation actions and broader resilience 

work in a number of areas including issues concerning the prevention, detection, and response to 

operational incidents.  

Pursuant to section 191(1) of the Banking Act 20095, our supervisory authority gave direction to 

implement, with some exclusions, the findings of the external review which were completed in 

March 20226. A Financial Services and Markets Act 2000 section 166 notice7 was issued in parallel 

which required a Skilled Person to assess our remediation plan and implementation of the external 

report’s recommendations.   

17 June 2022 – NSCC: The CREST settlement system suffered an extended disruption resulting in 

settlement being suspended, and NSCC procedures being invoked. The disruption was caused by a 

latent software defect, triggered by a complex transaction, in unusual circumstances.  

20 June 2022 – Network Infrastructure Issue Impacting SWIFT Connectivity: The CREST settlement 

system suffered an interruption to SWIFT messaging via the CREST GUI, File Transfer and ISO 

connectivity methods. A network device switch failed, causing disruption to settlement messages 

sent and received over the SWIFT network. Same-day settlement activity via SWIFT was delayed. 

 

5 Banking Act 2009 Section 191(1) – The Bank of England may give directions in writing to the operator of a recognised payment system 

or service provider in relation to such a system.  

6 Some longer dated remedial actions e.g. our Market Wide Exercise were completed after the publication of the S166 report.  

7 Financial- Services and Markets Action 2000 Section 166 – The Bank of England has power to require a firm and certain other persons 

to provide a report by a skilled person, or itself to appoint a skilled person to produce such a report. 
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However, the issue was resolved on the same day allowing the CREST system to close in accordance 

with standard procedures. BT clients were not affected.  

29 and 30 August 2022 – RLR failure: The CREST system suffered an interruption to settlement. A 

hardware failure on the Remote Legal Record (RLR) caused a technical component to be left in a 

non-optimal state and remedial actions on 29 August 2022 only partially corrected the problem, 

leading to further issues on 30 August 2022. Settlement services were unavailable for circa two 

hours on both days, however on each occasion the issue was resolved on the same day allowing the 

CREST system to close cleanly.  

NSCC and Network Infrastructure Remediation: In September 2022, we launched a second external 

independent post-incident review of the June and August 2022 incidents. The review will inform 

further remediation actions and is focused on; our and our service provider’s management of the 

incidents, the causes of the incidents, the effectiveness of the 2020 remediation actions, and the 

adequacy of separate resilience actions planned for the medium and long term.  

 A Financial Services and Markets Act 2000 section 166 notice was issued in parallel by our 

supervisory authority which required a Skilled Person to assess our remediation plan and 

implementation of the external report’s recommendations.   

Operational Resilience Framework (ORF) 

In line with our commitment to provide robust and reliable CSD services, we are fully supportive of 

the Operational Resilience Supervisory Statement issued by the Bank in March 2021.  

The objective of the Supervisory Statement is for UK CSDs ‘to be resilient to operational disruption 

events.’ The Supervisory Statement requires that we identify ‘Impact Tolerances’ for its ‘Important 

Business Services’, analyses those Services for resources required, vulnerabilities and dependencies, 

to facilitate testing against a range of extreme but plausible risk scenarios, and take action to ensure 

that we operate within the Tolerances set. 

In accordance with the timelines for the Supervisory Statement, we submitted our self-assessment 

against the Statement in March 2022 and are now conducting further analysis into the resilience of 

its systems, inter alia utilising the lessons learned from the 2022 operational incidents. We are in 

this context working closely with supervisory authorities and market advisory bodies. 

Resilience and Recovery Initiatives 

Following the September 2020 NSCC, we undertook detailed analysis of the root cause, 

incorporating similar historic incidents and system behaviours to understand common themes and 

possible solutions.  

As an outcome of this analysis, we developed a number of short-to-medium term enhancements to 

our systems and controls which are expected to reduce the likelihood of NSCC being required in the 

future, through the creation of additional recovery mechanisms that mitigate a wide variety of 

potential CREST/SSE failure scenarios.  

Four of these seven initiatives were successfully deployed in 2021 and a fifth initiative to allow the 
temporary removal of the RLR from the critical settlement path was deployed in September 2022. 
The final two initiatives remain on target to deploy in Q1 2023.  
These initiatives provide important resilience benefits in advance of the implementation of our IT 

Resilience Strategy.  
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Our strategy 

Our strategy prioritises operational resilience, as well as enhancing existing, and adding new, 

products and services in support of efficient modern and competitive financial markets in the UK.  

Resilience 

Modern resilience planning requires a flexible and responsive approach. Our resilience strategy will 

address:   

• operational resilience - in our role as a Financial Market Infrastructure, our primary objective

is to maintain operational resilience. This applies to both our business processes and IT

systems. The strategy ensures activities remain supported with provisions to ensure sufficient

capacity and resource levels are maintained.

• financial resilience - is central to prudent management of our business. As Critical National

Infrastructure, we must manage investment and costs in such a way as to not put at risk the

longevity of the business. In line with this, we monitor risks that could adversely impact

revenue, adjusting tariffs as required to ensure financial resilience

• cyber security - our requirements are to deliver cyber capability in line with its risk appetite,

following the principles of CPMI-IOSCO Cyber guidance for FMIs, whilst ensuring that we

remain compliant with CSDR, GDPR and other relevant regulations. Further, the ORF

programme will test the resilience of important business services to cyber attack

Business growth 

We will work with clients to consider where a centralised solution may reduce cost and/or risk for 

the industry. We continually review the value chain from issuer to investor and determine where 

we can bring most value through: Cost and process efficiency; Risk reduction and Liquidity 

optimisation. In addition, we work with key stakeholders in the payments space, including the Bank 

of England, to ensure its offering meets the needs of the market. 

We intend to fulfil our role as the preferred business partner for post-trade solutions in the new 

dynamics of the UK market through the adoption of digital solutions in order to bring new 

efficiencies to issuers and investors.   

Solutions will complement our existing core services and focus on modernisation of UK post-trade 

processing based on core competencies and what will make a material difference to all our clients.  

People and culture 

Successful delivery of a business strategy requires an aligned organisation where staff feel part of 

the strategy and understand the purpose of the business. We have developed an Organisational 

Strategy to ensure we have the right capabilities, skills and capacity to support the successful 

delivery of the business strategy.  

In line with the Euroclear group’s systemically important position within the financial services sector, 

behaving responsibly and ethically towards clients, staff, suppliers and society is a core part of our 

identity.  
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Our role as FMI 
 

General description of Euroclear UK & International and the markets we serve 

We operate a reliable, effective, and efficient securities settlement system. The CREST system 

provides real-time electronic settlement, in Model 1 Delivery versus Payment (DvP) in Central Bank 

Money for GBP, EUR and USD payments. The CREST system provides settlement facilitites for a wide 

range of corporate and governement securities, including those traded on the London Stock 

Exchange and various multilateral trading platforms. The CREST system settles transactions in 

money market instruments, investment funds and a variety of international securities and offers a 

wide range of asset servicing and optimisation facilities, including corporate action services.  

Structure of the Euroclear group 

The Euroclear group is a global provider of FMI services, whose goal is to increase efficiency and 

reduce risk. The group provides settlement, safekeeping and servicing of domestic and cross-border 

securities, with asset classes covered including bonds, equities and investment f unds. 

Euroclear Holding SA/NV is the parent company of the Euroclear group. Incorporated under the 

Belgian law it owns, directly or indirectly the entire issued ordinary share capital of the Euroclear 

CSDs.  

The Euroclear Holding SA/NV Board is responsible for all shareholder matters, the determination of 

the group’s strategic objectives and for the performance of the group as a whole.  

Euroclear Investments SA is a Luxembourg-based holding company through which Euroclear Holding 

SA/NV holds its investments in the various group operating entities and which provides various 

management and administrative services, such as engaging group insurance policies and providing 

real estate management, for the benefit of the group. 

Euroclear SA/NV is a financial holding company and is the parent company of the group CSDs. It is 

headquartered in Brussels and operates three branches in London, Paris and Amsterdam. Euroclear 

SA/NV delivers a range of services (IT, system development and support services) to the group CSDs 

and other group entities.  

The group has centralised a number of support and/or control functions within Euroclear SA/NV in 

order to ensure consistency across the group in delivering its objectives and create more 

organisational efficiency.  

As such, Euroclear SA/NV acts as the group service company and has contractually undertaken to 

provide non-operational services through outsourcing arrangements between itself and its 

subsidiaries. On the basis that Euroclear SA/NV offers services to FMIs, it is subject to a specific 

regulatory regime as an institution assimilated to a settlement institution, under Belgian law. 
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Euroclear Bank SA/NV is a ICSD established under Belgian law and authorised under CSDR. It 

operates a securities settlement system recognised under the Settlement Finality Directive (SFD)8 

and provides a range of CSD services to its participants. Euroclear Bank SA/NV is also authorised as 

a credit institution (with a limited purpose license) to provide limited banking services that support 

its CSD services.  

Euroclear Bank SA/NV has branches (Hong Kong, Krakow, and Tokyo) and representative offices 

(Beijing, Dubai, Frankfurt, New York, and Singapore) which provide operational and client 

relationship support to Euroclear Bank SA/NV headquarters in Brussels.  

Other CSDs  

In addition to Euroclear UK & International and Euroclear Bank, Euroclear CSDs are established in 

Sweden, Finland and three more in Belgium, France and Netherlands – known collectively as 

Euroclear Settlement of Euronext-zone Securities (ESES). 

Our Business Model and Risk Profile 

The following sub-sections provide a more in-depth description of the services we offer which 

qualify under CSDR as core services and non-banking type ancillary services. We do not offer banking 

type ancillary services. 

Core CSD Services 

Securities settlement services: The CREST system facilitates the real time settlement of domestic 

and international securities, including fixed income and equities on a DvP basis. Settlement services 

are provided in relation to securities in dematerialised form, with some services for physical 

securities, and for participants ranging from retail clients to wholesale market institutions with DvP 

settlement in Central Bank Money in GBP, EUR and USD). We do not provide banking type ancillary 

services but does provide a range of services to settlement banks to facilitate payments  on behalf 

of their clients who are CREST members. 

Notary services: Upon settlement of all securities issuance and transfer instructions (related to all 

core and ancillary services), the CREST system records all movements within its electronic double-

entry register of securities positions. For securities constituted under UK law,  including international 

securities under the CREST Depository Interest (CDI) mechanism, we maintain the operator register, 

which represents legal title to such securities. For securities constituted under the laws of Crown 

dependencies, an issuer register, which represents legal title to securities, is maintained by a 

registrar outside the CREST system. 

Central maintenance: We do not intermediate in the securities account holding structure and 

maintains securities accounts within the CREST system at the top tier level, directly in the name of 

its participants. Functionality is provided for the management of participants’ securities accounts 

and to facilitate the segregation of participant’s holdings at various levels.  

  

 

8 Settlement Finality Directive – regulates designated systems used by participants to transfer financial instruments and payments 
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Ancillary services  

We also offer a variety of ancillary services to complement our core services and contribute to 

enhancing the safety, efficiency and transparency of the securities markets. Services include:  

• management of settlement instructions - we provide CREST interactive and Straight Trough 

Processing functionality for the management of the full settlement instruction lifecycle 

(including input, amend, deletion, splitting, and matching), through to settlement and related 

status update and confirmation reporting  

• securities issuance - the CREST system facilitates the maintenance of the securities register, 

both in relation to the initial issuance of securities into the CREST system and as a result of 

secondary market securities transfers (arising from core and ancillary services). For domestic 

securities (excluding MMI’s), we operate a registrar model, with the respective registrars 

acting as agent for the issuing company 

• asset servicing - the CREST system facilitates interactions between domestic registrars, issuing 

and paying agents (for MMIs) and entitled participants in relation to the processing of 

elections, distribution of outturns, underlying resource movements and participant reporting. 

For international securities, we manage the full event lifecycle between CREST participants 

and the issuer CSD. This includes the calculation and distribution of corporate action outturns 

and the execution of participant election instructions 

• facilitating securities lending (bilateral) - we facilitate the settlement of stock loans that have 

been agreed bilaterally between the participants and submitted into the CREST system using 

matched settlement instructions containing the relevant economics of the stock loan 

• facilitating collateral management (bilateral) - the service allows participants to create, agree 

and settle bilateral transactions to enable collateralised cash borrowing or reverse repo 

operations on an overnight and term basis, as well as any interest payments arising. The 

service includes full transaction lifecycle management including, eligibility substitutions and 

substitution facilities when securities are required for other transactions  

• services for physical securities - this services coordinates and synchronises the transfer of 

physical securities (certificates) between CREST clients and registrars  

• clearing services for CCPs - we have a set of services for Central Counterparties (CCPs) and 

their clearing members to manage cleared trades within the CREST system including: a netting 

service which nets gross trades received from a CCP; a service for reporting the open positions 

of CCP clearing members to facilitate the CCP in calculating its margins; and a functionality  to 

help CCP participants manage the impact of corporate actions on open positions including in 

relation to market claims and buyer protection instructions 

• stamp duty - the CREST system provides two discrete sets of procedures to support the 

assessment and collection of stamp duty reserve tax (SDRT) due to HM Revenue & Customs 

(HMRC) and stamp duty due to the Irish Revenue Commissioners on trades in chargeable 

securities  

• operation of links with other CSDs (e.g., DTC and Euroclear Bank) - these links allow our 

participants to hold and settle transactions in international securities using the CREST system 

to facilitate DvP and Free of Payment (FoP) settlement in Euroclear UK & International using 

the same securities accounts as those used for UK domestic securities.  The CREST 

International Manual details the services we provide with reference to CSD links. 
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Principle 1: Legal basis 

An FMI should have a well-founded, clear, transparent, and enforceable legal basis for 

each material aspect of its activities in all relevant jurisdictions. 

Key consideration (KC) 1: The legal basis should provide a high degree of certainty for each 

material aspect of an FMI’s activities in all relevant jurisdictions. 

As a financial market infrastructure, it is a foundation of our risk management framework to have a 

well-founded, clear, transparent and enforceable legal basis for each aspect of its activities in all 

relevant jurisdictions. 

Material aspects of our activities include dematerialised holding and transfer of title to securities; 

transfer/discharge of payment obligations; arrangements for achieving delivery versus payment; 

finality of settlement; services relating to dematerialised securities holding and transfer (including 

corporate actions and collateral transfers); and default arrangements.   

The legal basis for our activities is contained in a number of statutory provisions in the relevant 

jurisdictions, including primary legislation and regulations; rules and guidance made by the Bank; 

rules and guidance we make under the relevant statutory provisions; and contractual agreements 

between us and our participants. Primary oversight of our activities is carried out by the Bank. 

In relation to statutory provisions, Euroclear UK & International is: 

i) a Recognised CSD under part XVIII of the Financial Services and Markets Act 2000 (as 
amended) (‘FSMA’)

ii) an Authorised CSD pursuant to UK CSDR

iii) an approved operator of a relevant system under the Uncertificated Securities 
Regulations 2001 (SI 2001/3755) (as amended) ( ‘USRs’) and an operator under
provisions equivalent to the USRs in  Jersey, Guernsey and the Isle of Man

iv) an operator of a payment system under Part 5 of the Banking Act 2009 (as amended)

Additionally, the CREST system is a designated system under the Financial Markets and Insolvency 

(Settlement Finality) Regulations 1999 (as amended) in the UK. The CREST system is also designated 

or otherwise regarded as a designated system in a number of EEA jurisdictions where there are 

CREST participants incorporated. 

New and amended statutory provisions are monitored and analysed by internal and, where 

appropriate, external lawyers acting for us. Rules and contracts (and any amendments to them) are 

drafted and reviewed by internal lawyers acting for us, as well as external lawyers, where 

appropriate. 

Further detail on the statutory provisions relating to Euroclear UK & International can be found in 

the Regulatory Environment section of my.euroclear.com 
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Key consideration (KC) 2: An FMI should have rules, procedures, and contracts that are clear, 

understandable, and consistent with relevant laws and regulations.   

We seek to ensure that our rules, procedures and contracts are clear and understandable through 

drafting, consulting and making public these documents. Rules, procedures and contractual 

provisions are contained in the CREST Manual (which includes the CREST Rules) and the CREST Terms 

and Conditions (or other equivalent terms and conditions) which are exclusively governed by English 

law. 

As described under KC 1, UK, Jersey, Guernsey and Isle of Man statute, regulation and general law 

provide a sound and enforceable legal basis for the operation of the CREST system and services. We 

obtain comfort regarding the enforceability of its arrangements with non-UK participants primarily 

through obtaining satisfactory legal opinions from external counsel in the relevant jurisdictions as a 

condition of admission. 

All CREST participants enter into bilateral participation agreements with us on standard terms. 

Different participant types (e.g., members, settlement banks, registrars) have different forms of 

standard agreement to cover requirements particular to that participant type, although the 

agreements are generally substantially in the same terms for all participants and issuers. Issuers 

apply for admission of particular securities to the CREST system by completing a Securities 

Application Form (SAF). 

Relevant and material amendments to the CREST Manual (including the CREST Rules) and the CREST 

Terms and Conditions will be subject to consultation with participants and our regulator, giving the 

opportunity for input in relation to clarity and understanding. Certain material changes are also 

subject to express statutory notification obligations. 

Key consideration (KC) 3: An FMI should be able to articulate the legal basis for its activities to 

relevant authorities, participants, and, where relevant, participants’ customers, in a clear and 

understandable way.   

As noted above, the CREST Manual, CREST Rules, procedures, tariff, participant contracts, and 

other information is available in the Legal Basics section of my.euroclear.com.   

We provide an articulation of the legal basis for our activities through the publication of this 

Disclosure Framework Report, International Standard on Assurance Engagements (ISAE 3402) 9 

Report and from reading the CREST contractual documentation. 

Key consideration (KC) 4: An FMI should have rules, procedures, and contracts that are 

enforceable in all relevant jurisdictions. There should be a high degree of certainty that actions 

taken by the FMI under such rules and procedures will not be voided, reversed, or subject to stays. 

We have designed its rules, procedures and contracts so that they are enforceable in all relevant 

jurisdictions, including in the case of participant default. 

9 International Standard on Assurance Engagements (ISAE) No. 3402, Assurance Reports  on Controls at a Service Organization 
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The basis for the high degree of certainty of the legal basis for our material activities is set out above. 

This legal basis, including the contractual provisions with our participants, ensures a high degree of 

certainty regarding the enforceability of our arrangements. As noted above, additional support is 

provided through legal opinions obtained in relation to participants located outside the UK and in 

relation to our international links. Participant location is relevant, in particular, in relation to the 

validity and enforceability of their participation in our activities. For participants from non-UK 

jurisdictions, we obtain legal opinions in relation the validity and enforceability of the participant’s 

participation. 

The CREST Terms and Conditions (or other relevant terms of participation) are governed by the laws 

of England and Wales and provide a sound, enforceable legal basis for the provision of the CREST 

system and other ancillary services. 

We provide services in respect of domestically held UK, Jersey, Guernsey and Isle of Man securities, 

in accordance with the legal framework described above. 

We also provide settlement services in relation to a range of international securities (meaning those 

other than UK, Jersey, Guernsey and Isle of Man), through links with CSDs in Belgium (Euroclear 

Bank SA/NV) and New York (DTCC). We have obtained legal opinions in relation to the operation of 

these links. 

We have arrangements with the Federal Reserve Bank of New York in respect of USD payments. The 

contractual arrangements supporting these payment arrangements were reviewed by our external 

US counsel and English external and internal counsel to ensure a sound and enforceable legal basis. 

The USD arrangements are primarily governed by English law arrangements, with final discharge of 

payment obligations in normal circumstances undertaken in the US Federal Reserve’s payment 

system.  

We have arrangements with the Bank in respect of EUR payments. The contractual arrangements 

supporting these payment arrangements were reviewed by our English external and internal 

counsel to ensure a sound and enforceable legal basis. The EUR arrangements are governed by 

English law. In normal operating circumstances, settlement bank payment obligations are 

discharged from the Bank’s Euro account with the Dutch National Bank.  

We have GBP payment arrangements that are subject to English law contracts with the Bank which 

have been reviewed by our internal and external English law counsel to ensure a sound and 

enforceable legal basis. 

Finality of settlement of transactions (securities and payments transfer orders) and our default 

arrangements (which include the arrangements supporting CREST settlement banks’ enforcement 

of their collateral security) are protected from the adverse impact of insolvency laws pursuant to 

our designation under settlement finality provisions of UK and Irish law (in relation to settlement 

finality designation, see further below under Principle 8) .   

Provisions in Part VII of the Companies Act 1989 (Part VII) (specifically section 173- 176), the 

Financial Markets and Insolvency Regulations 1996 (made under sections 185 and 186 of the 

Companies Act 1989) and the Financial Markets and Insolvency (Settlement Finality) Regulations 

1999, modify the general law of insolvency, rendering certain insolvency law provisions not 

applicable in the context of certain CREST settlement bank security charges and their realisation. 

We are not aware of any court of any relevant jurisdiction that has held its activities or arrangements 

to be unenforceable. 
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Key consideration (KC) 5: An FMI conducting business in multiple jurisdictions should identify and 

mitigate the risks arising from any potential conflict of laws across jurisdictions. 

We take all reasonable steps to identify and mitigate the risks arising from potential conflicts of law 

across jurisdictions. 

Potential conflicts of laws issues may arise in particular in relation to non-domestic participants and 

issuers (which may be subject to other laws potentially in conflict with the domestic legal framework 

under which we operate), in respect of our cross-border activity through our CSD links and in the 

context of our EUR and USD payment arrangements. Potential conflicts may also arise in respect of 

location of certain infrastructure, finality of settlement, particularly in the event of the insolvency 

of a participant. 

We obtain legal opinions in respect of non-UK prospective users, participants and CSD links from 

outside the UK, in relation to the validity and enforceability of its arrangements. This provides an 

opportunity for any potential conflicts or other issues to be identified and analysed. If m aterial 

conflict of laws issues and risks are identified, this could lead to applicants from the jurisdiction 

concerned not being admitted to the CREST system. 

We have a common process, applicable to all CREST participants, for dealing with denial of access. 

The procedure includes a comprehensive risk assessment, and, in all cases, the applicant will receive 

a written justification of the refusal, which will include information regarding their right to complain 

to the competent authority regarding the decision. 

As noted above, the CREST Manual, CREST Rules, procedures, tariff, participant contracts, and other 

information is available in the Legal Basics section of my.euroclear.com. 
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Principle 2: Governance 
 

An FMI should have governance arrangements that are clear and transparent, promote 

the safety and efficiency of the FMI, and support the stability of the broader financial 

system, other relevant public interest considerations, and the objectives of relevant 

stakeholders.  

 

Key consideration (KC) 1: An FMI should have objectives that place a high priority on the safety 

and efficiency of the FMI and explicitly support financial stability and other relevant public 

interest considerations. 

We operate under CSDR, which requires a CSD to clearly define its goals and objectives covering at 

least the areas of minimum service levels, risk-management expectations and business priorities.  

In July 2022, the Board adopted the following purpose statement: “We innovate to bring safety, 

efficiency and connections to financial markets for sustainable economic growth”. 

 Euroclear UK & International is part of the UK Government’s Critical National Infrastructure (CNI) 

programme and its mission “is to be a trusted and agile financial market infrastructure, supporting 

activities in UK financial services and providing highly resilient core CSD and post-trade services 

which enables the securities market and EUI’s clients to be more efficient and manage their risks”.  

We have clearly defined long-term strategic goals and annually sets clear and achievable objectives 

to guide the organisation. 

The setting, and continued oversight, of the strategic aims and objectives of the company are a 

matter reserved for our Board and are set with a view to promoting the long-term sustainable 

success of the company. The long-term success of the company is an integral part of our strategy 

and is evidenced by us actively seeking to protect the long-term stability of the CREST system and, 

the interests of our participants and key stakeholders.  

Our senior management ensure the objectives are met and that the performance is reviewed 

regularly throughout the year. Our objectives are cascaded down to all relevant divisions and include 

detailed operational performance objectives, which senior management regularly reviews.  

We outsource a number of services to our parent company, Euroclear SA/NV, which acts as the 

group service provider. The arrangements for the provision of shared services are documented in 

the Shared Services Agreement (SSA) and Inter-company Description and Execution Agreements 

respectively. In support of objectives, we set qualitative and quantitative targets and specific Key 

Performance Indicators (KPIs) for the provision of services in a Service Delivery Plan  (SDP).  

In line with our corporate strategy of being a systemically important resilient and robust 

infrastructure at the heart of the financial industry’s ecosystem, the objectives and supporting 

framework include safety and efficiency elements such as system up time, reducing cyber risks and 

high professional quality standards as well as enhancement of the operational processes.  
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Key consideration (KC) 2: An FMI should have documented governance arrangements that provide 

clear and direct lines of responsibility and accountability. These arrangements should be disclosed 

to owners, relevant authorities, participants and, at a more general level, the public. 

The roles and responsibilities of the Board, Board Committees and Executive Management 

Committee (MC), including delegated authorities, are defined in Terms of Reference (TOR) that are 

publicly available. In addition, the composition of the Board, Board Committees and MC, including 

lines of responsibility and accountability is also publicly available. 

Our governance and activities are supported by a broad range of policies and policy handbooks. Our 

policies, which are approved by the Board, set out the principles and standards that the Board has 

put in place to ensure we meet our obligations to our shareholders, regulator and clients. These 

policies are supported by policy handbooks that set out how the principle-based policies are enacted 

within the company. 

 

Key consideration (KC) 3: The roles and responsibilities of an FMI’s board of directors (or 

equivalent) should be clearly specified, and there should be documented procedures for its 

functioning, including procedures to identify, address, and manage member conflicts of interest. 

The board should review both its overall performance and the performance of its individual board 

members regularly. 

Roles, Responsibilities and Performance 

Our Board is the ultimate decision-making body of the company, subject to a limited range of 

matters that are subject to prior consultation with our shareholders. The Board is responsible for 

defining our strategy and objectives and for supervising management in the implementation of such 

strategy and objectives, including scrutinising and monitoring performance of management.  

We currently apply the core principles of the Senior Managers and Certification Regime (SM&CR)10 

on a voluntary basis to ensure that we have well defined, transparent and consistent lines of 

responsibility. The Chair of the Board, Chairs of the Board advisory Committees and the Senior 

Independent Directors each have an associated Statement of Responsibility (SOR) that provides a 

formal description of the core responsibilities of the individual carrying out the function.  

The Board, as governing body, evaluates its own performance and effectiveness annually in 

accordance with the Board TOR to ensure it has the necessary framework in place within which to 

make decisions effectively.  

In addition to the Board’s annual effectiveness review, an annual performance appraisal is carried 

out in respect of each of the Board members (including the Chair) and an annual review of the 

Board’s skills and Board /Board Committee composition is undertaken.  These activities ensure that 

individually and collectively the Board and Board Committees are comprised of member who have 

appropriate skills, expertise and experience to understand our business, monitor and oversee our 

strategy and discharge effectively their risk oversight and governance responsibilities.  

 

 

10 The Senior Managers and Certification Regime (SM&CR) came into force in March 2016 for banks and insurance firms, and December 

2019 for the majority of other firms across the financial services sector. The SM&CR is designed to  (a) raise standards of governance (b) 

increase individual accountability and (c) help restore customer confidence in the financial services sector. 
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Board Committees 

In line with CSDR requirements and to ensure robust corporate governance and effective risk 

monitoring and management, the Board has appointed three advisory Board Committees, each of 

which is chaired by an independent Non-Executive Director (NED).  

Nominations, Remuneration and Governance Committee (NRGC) - the NRGC assists the Board in 

relation to the nomination and remuneration of the Board and MC members, defining and 

overseeing the implementation of our remuneration policy, Board and committee composition, 

succession planning and corporate governance matters. As part of its remit to determine the most 

appropriate Board and committee composition, the NRGC is also responsible for considering 

removal of Board members to best meet our requirements at a given time. 

Risk Committee (RC) - The RC advises the Board on a broad range of areas related to the 

management of risks faced by Euroclear UK & International, including, but not limited to: the 

appropriateness of the risk capacity, appetite and tolerance thresholds; implementation of 

strategies for all the main risk categories; monitoring our risk profile against the approved risk 

appetite; implementation of the risk management framework; and oversight of outsourced services 

and activities on which we are dependent. 

Audit Committee (AC) - the AC assists the Board in fulfilling its financial reporting, audit, technology 

and compliance and ethics oversight responsibilities. The AC also monitors and reviews the 

effectiveness and independence of Internal Audit to ensure that it has adequate resources and 

appropriate access to information. 

In addition, in July 2022, the Board established the Transformation Oversight Committee (TOC) as 

a special advisory committee of the Board. The TOC will assist in the Board in fulfilling its oversight 

responsibilities by reviewing and constructively challenging the planning and delivery of EUI’s  

strategy, including the development of our products and services and the modernisation of CREST 

technology. 

The Management Committee (MC) is a decision-making sub-committee of the Board and senior 

management’s principal executive committee. It is responsible for discharging the duties delegated 

to it by the Board. These duties include the preparation of the strategic business plan to meet the 

corporate objectives approved by the Board, monitoring our risk profile and escalating issues as 

appropriate, ensuring the business is conducted in a compliant manner and ensuring effective day 

to day management and oversight of all functions of the business including outsourced functions. 

The MC also oversees our overall risk environment and the implementation of the policies, 

procedures and systems to ensure the reporting and escalation to the Board of material risks 

affecting us or relevant third parties. 

As noted further above, the TOR of the Board and the Board Committees are publicly available on 

www.euroclear.com 

Procedures for the Identification and Management of Conflicts of Interest 

We have documented organisational and administrative policies and procedures for the 

identification and management of conflicts of interest, which are updated regularly. The policies 

address, for example, roles and responsibilities in respect of conflicts, staff awareness, the sharing 

of key roles with other group entities and related disclosures to the Bank.  
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The implementation of these policies and procedures enables us to identify and manage potential 

and actual conflicts of interest. Staff and Board members complete mandatory conflicts of interest 

training on joining the company and regularly thereafter. They are also required to notify 

Compliance (or, in the case of Board members, the Company Secretary (CoSec)) of conflicts of 

interest on commencing employment, at least annually and upon a change in circumstances. 

Conflicts, and how they are managed, are recorded in conflicts of interest registers  

Key consideration (KC) 4: The board should contain suitable members with the appropriate skills 

and incentives to fulfil its multiple roles. This typically requires the inclusion of non-executive 

board member(s). 

The sound and prudent management of the company is the responsibility of the Board. To discharge 

this responsibility, we appoint suitable Board members with an appropriate balance of skills, 

experience, independence and knowledge, including of Euroclear UK & International and the 

markets in which it operates. 

In accordance with English law and the Articles of Association, Board members are appointed either 

by ordinary resolution of shareholders, by a decision of the directors or by a notice of appointment 

by majority shareholders. We have a rigorous selection process for appointing members of the 

Board, including checks to ensure that directors are of suitably good repute. When assessing 

candidates, consideration is given to the balance of skills and knowledge held by current directors 

to maintain a broad range of relevant expertise across the Board. 

Our Board and Board Committee Composition Policy governs the composition of the Board and its 

Committees, which is considered in the context of the requirements of the business of the company 

at a given point in time, including prevailing legal and regulatory considerations and to ensure that 

the Board is balanced, diverse and inclusive. As of November 2022, the Board comprises 8 members, 

5 of whom are independent non-executive directors (including the Chair), 2 of whom are non-

executive shareholder representatives and the CEO, who is the only executive member of the Board.  

The Board therefore meets the regulatory requirement that a majority of the directors are 

independent. As noted under KC 3, the Board conducts an annual skills assessment to review the 

balance of skills and composition of the Board and its Committees. The results of the assessment 

are used to build Board training plan and succession plans. An annual ‘fit and proper’ review is 

conducted, using a combination of independent external checks and self -declaration to confirm the 

integrity of the Board members. The Board and Board Committee Composition Policy also includes 

targets for gender representation and ethnic diversity. 

Non-executive directors, who are not members of the group management, receive remuneration 

(annual gross fees) for their mandate, taking into account their level of re sponsibility and time 

required of them in fulfilment of their Board role. Non-executive directors do not receive incentive 

compensation (short or long-term) or employment benefits (other than reimbursement of 

expenses). Their remuneration is not linked to the performance of the entity. 
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Key consideration (KC) 5: The roles and responsibilities of management should be clearly 

specified. An FMI’s management should have the appropriate experience, a mix of skills, and the 

integrity necessary to discharge their responsibilities for the operation and risk management of 

the FMI. 

The MC is a decision-making sub-committee of the Board and senior management’s principal 

executive committee. It is responsible for discharging the duties delegated to it by  the Board and its 

role and responsibilities are set out in its TOR, which are publicly available. These duties include the 

preparation of the strategic business plan to meet the corporate objectives approved by the Board, 

monitoring our risk profile and escalating issues as appropriate, ensuring the business is conducted 

in a compliant manner and ensuring effective day to day management and oversight of all functions 

of the business including outsourced functions.  

The MC also oversees our overall risk environment and the implementation of the policies, 

procedures and systems to ensure the reporting and escalation to the Board of material risks 

affecting the company or relevant third parties. 

Our MC members have clear and direct reporting lines to CEO and/or to the Board in order to ensure 

adequate accountability and oversight. Established policies and procedures ensure that senior 

management have appropriate experience, mix of skills, integrity and resources necessary to 

discharge their responsibilities for the operation and risk management of Euroclear UK & 

International. 

As noted under KC 3, our Management Responsibilities Map (MRM) and SOR specify the 

responsibilities for managing our business and risks among those MC members who have been 

designed as senior management Functions (SMF). Job descriptions are in place for all members of 

our senior management team, which set out their respective business and risk management 

responsibilities within their functional areas. 

Members of the senior management team are subject to ongoing performance assessment, and the 

rules governing their selection, appointment, remuneration and removal are documented. An 

annual ‘fit and proper’ review is conducted to ensure members of senior management remain ‘fit 

and proper’ to hold their respective roles and the management skills matrix is reviewed at least 

annually to ensure that the senior management team has appropriate experience, a relevant mix of 

skills and expertise, and the integrity necessary to discharge their responsibilities for the operation 

and risk management of the company. 

Key consideration (KC) 6: The board should establish a clear, documented risk-management 

framework that includes the FMI’s risk-tolerance policy, assigns responsibilities and 

accountability for risk decisions, and addresses decision making in crises and emergencies. 

Governance arrangements should ensure that the risk-management and internal control 

functions have sufficient authority, independence, resources, and access to the board. 

As a financial market infrastructure, we recognise the importance of managing risks effectively and 

have developed and implemented an enterprise-wide risk management (ERM) framework in order 

to identify, measure, monitor, manage and report on the risks it may be exposed to or that it poses 

to other entities.  

We operate a Three Lines of Defence model to ensure the effective operation of the enterprise risk 

management framework. Each line plays a distinct role providing senior management and the Board 

with assurance on the risk and control environment and thus on likelihood of achievement of the 

business objectives.  
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• 1st line of defence – First line comprises all businesses, departments, divisions, and functions 

across the company, each of which manages risks arising from their respective activities and 

processes, in line with our risk appetite. The Business is supported by Risk Champions, 

Business Resilience Managers and Security Ambassadors of adequate seniority and expertise. 

The first line must ensure that they have adequate and effective controls in place to manage 

their risks and that these controls are regularly tested by the Risk Champions.    

• 2nd line of defence – Risk Management and Compliance & Ethics:  

o Risk Management: is responsible for delivering and maintaining an effective ERM 

Framework and for providing the Board and senior management with independent 

oversight, challenge and opinion on the management of risk-taking activities within 

the 1st line of defence and for advising on the implications of the corporate strategy on 

the risk profile.  

o Compliance & Ethics: is responsible for providing the Board and senior management a 

robust framework for the identification, assessment, mitigation and reporting of 

compliance, conduct and fraud risks, through the implementation of policies, the 

provision of training and advice to the business for the implementation and 

performance of controls, and the provision of independent assurance and reporting to 

management and the Board.  

• 3rd line of defence – Internal Audit: Internal Audit provides comprehensive assurance based 

on the highest levels of independence within the organisation, to support the Board and 

senior management in reaching their objectives. Internal Audit’s scope is unrestricted and 

provides assurance on the adequacy and effectiveness of Euroclear’s governance, risk 

management and internal controls. 

The ERM framework described in our Enterprise Risk Management Framework Policy Handbook 

implements the principles laid down in our Corporate Risk Management Board Policy. The Corporate 

Risk Management Board Policy sets out the risk governance arrangements established by the Board 

and articulates an agreed risk appetite statement and expectations on risk culture.  

Our ERM framework, in conjunction with the risk governance and associated policies, procedures, 

systems and controls, enable the effective identification, management and mitigation of risks in 

order to bring them within acceptable tolerance levels. All key sources of risk are covered, including 

conduct and culture risks, operational risks, legal and compliance risks, financial risks and strategic 

and business risks. 

The risk management framework is described in more detail under principle 3. 

The Compliance, Risk Management and Internal Audit functions provide an important control 

mechanism by monitoring and reporting on our operations and the risks to which it is exposed. 

Compliance and Risk Charters set out the authority, resources, expertise and access to information 

necessary for the Compliance and Risk functions to discharge their respective responsibilities 

effectively. Our Audit Charter describes the mission, scope and authority of our Internal Audit 

function, as well as describing how the function maintains its independence. The Charter also 

outlines the responsibilities, accountabilities and authority of the Head of Internal Audit and 

constitutes our internal audit policies. Each of the Chief Compliance Officer (CCO), Chief Risk Officer 

(CRO) and Head of Internal Audit has a direct reporting line to the Chair of the Audit or Risk 

Committee (as the case may be) and unmediated access to the Board. 
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As described above, in KC 3, the Board has established separate Risk and Audit advisory committees. 

Their respective roles and responsibilities are specified in specific TOR. 

As described in Principle 17; KC 6, we operate a three-tiered incident/crisis management structure; 

Bronze; Silver (and cross-Silver (‘X-Silver’)) and Gold, to: support the escalation process; deal with 

operational, tactical, and strategic issues respectively; and decision making in crises and 

emergencies. 

 

Key consideration (KC) 7: The board should ensure that the FMI’s design, rules, overall strategy, 

and major decisions appropriately reflect the legitimate interests of its direct and indirect 

participants and other relevant stakeholders. Major decisions should be clearly disclosed to 

relevant stakeholders and, where there is a broad market impact, the public. 

As required by UK company law, the Board has a duty to promote the long-term success of the 

company for the benefit of its members (i.e., ESA) and must take into account the interests of its 

key stakeholders (including its employees, regulators and clients).  

The company’s design, rules, and overall strategy have been reviewed and updated to meet the 

requirements of CSDR. Appropriate measures are in place to ensure our overall strategy and major 

decisions reflect appropriately the legitimate interests of its direct and indirect participants and 

other relevant stakeholders, including our regulators. 

We have developed a stakeholder engagement plan and ensures that stakeholder impacts are 

considered when major decisions are to be taken. 

We recognise the importance of our established UK User Committee and the role it plays to give 

feedback to the Board on key issues that impact users (including participation criteria, service levels 

and pricing). The members of the UK User Committee are comprised of issuers and participants in 

the securities settlement systems and its advice is independent of direct influence by our 

management. We also recognise the importance of committee members being bound by 

confidentiality and being prohibited from voting where they have a conflict of interest.  

The UK User Committees’ TOR define its mandate , governance arrangements, operating procedures, 

admissions criteria and the election mechanism for new appointments. These TOR are non-

discriminatory. The TOR is made publicly available on www.euroclear.com  

As set out in Principle 1 and in accordance with the provisions of the agreements that we have 

entered into with participants, the introduction of material new functionality, the use of which will 

not be optional, and material changes to existing functionality will only be made after prior 

consultation. Major decisions and changes are communicated via various platforms including 

operational bulletins, formal publications, media platforms and via our commercial teams. 

 

 

 

 

 

 

http://www.euroclear.com/
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Principle 3: Framework for the comprehensive 

management of risks 
 

An FMI should have a sound risk-management framework for comprehensively managing 

legal, credit, liquidity, operational, and other risks.  

 

Key consideration (KC) 1: An FMI should have risk-management policies, procedures, and systems 

that enable it to identify, measure, monitor, and manage the range of risks that arise in or are 

borne by the FMI. Risk-management frameworks should be subject to periodic review. 

Our Enterprise Risk Management (ERM) framework is designed by the Risk Management division, 

approved by the Board and implemented and operated by our three lines of defence, where each 

line plays a clear role to ensure effective management of the risks.  

The Board ensures that the company has a strong and effective risk governance framework. 

Operating this framework is critical to the overall effectiveness of our risk management 

arrangements. Senior management proposes a framework of strategic objectives, consistent with 

our strategy set by the Board and our legal and regulatory obligations, which are reviewed and 

approved by the Board. 

The Board, supported by senior management, defines a robust Risk Appetite Framework to support 

the achievement of the company’s strategic objectives. Risk appetite is the Board’s articulation of 

the aggregate level and types of risks Euroclear is willing to take to achieve its strategic objectives 

and business plan. It directs strategic and operational decision-making and provides a mechanism 

to measure and monitor our risk profile. The Board defines and regularly reviews the Risk Appetite 

Framework including the risk appetite statements and corresponding board risk appetite limits. 

These set the company’s targeted risk profile and form part of the business strategy development 

and implementation. 

We use the below risk categories to facilitate risk identification and analysis. These nine risk 

categories are the pillars of our risk library, and are broken down into sub risk categories and then 

the detailed risk level, where assessments are made: 

• Conduct and Culture risk (see Principle 2) - risks arising from our corporate and risk culture, 

governance arrangements, conduct and dealings with stakeholders and shareholders, and our 

corporate responsibility as an international financial market infrastructure    

• Operational risk (see Principle 17) - the risk of loss resulting from inadequate or failed internal 

processes, people and systems, or from external events  

• Legal & Compliance risk (see Principle 1) - the risk of financial loss or reputational damage 

arising from failure to (a) comply with legal and regulatory requirements and material 

contractual obligations necessary to maintain our license to operate or (b) protect our rights 

and interests 

• Credit risk (see Principle 4) - the risk of loss (Direct or contingent) arising from the failure of a 

counterparty to meet its obligations to us 
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• Liquidity risk (see Principle 7) - the risk of loss (Financial or non-Financial) arising from us 

being unable to settle an obligation for full value when due, resulting from inappropriate 

and/or insufficient liquidity sources 

• Market risk (see Principle 15) - the uncertainty on future earnings and on the value of our 

assets and liabilities due to changes in interest rates, foreign exchange rates, equity or 

commodity prices 

• Strategic & Business risk (see Principle 15) - the risk of failing to deliver on strategic corporate 

objectives as a result of inability to execute change management (internal & external), or 

unanticipated changes to the nature or level of market activity within services we provide, 

resulting in revenues being different to forecast 

• Change & Project risk (see Principle 15) - Change Risk is the risk of failure with respect to the 

change management process including the tools and techniques to manage the people side of 

change to achieve the required business outcome. 

Project Risk is defined as an uncertain event or condition that, if it occurs, has a negative effect 

on a project’s objectives (including scope (value to stakeholders), budget and time to market).  

• Systemic risk (see Principle 15) - the risk of disruption to financial services organisations that 

have the potential to have serious consequences for the financial system and/or the real 

economy. Systemic risk events can originate in, propagate through, or remain outside of 

Euroclear UK & International and the Euroclear group 

 

Risk management policies, procedures and systems 

Our ERM framework is supported by a suite of Board policies, policy handbooks and procedures. 

The Corporate Risk Management Board Policy describes the risk arrangements established by the 

Board and articulates an agreed risk appetite statement and expectations on risk culture. The 

principles laid down in this policy are further elaborated in the ERM Framework Policy Handbook 

through which our MC articulates the way they expect management and staff to implement these 

principles.  

The ERM Framework Policy Handbook provides a generic framework for the identification, 

measurement, monitoring, management and reporting of all types of risks relevant for Euroclear. It 

is applicable to all risk types and acts as an umbrella reference document for all other risk specific 

policy handbooks and guidelines for example: Operational Risk; Systemic Risk; Scenario and Stress  

Testing; Code of Conduct and Compliance. These polices are consistent with the principles as laid 

out in the Corporate Risk Management Board Policy and the ERM Framework Policy Handbook.  

The ERM Framework Policy Handbook also describes the practical application of our risk policies 

and guidance, represented by the four-step risk cycle (known as ‘Risks in execution’), representing 

how our approach to identifying, assessing, mitigating and reporting on its risks.  

Several processes support senior management and board-level governance oversight, enabling the 

effectiveness of our ERM framework to be considered as appropriate. Examples include the Positive 

Assurance Report (PAR) process, the Risk & control self-assessment (RCSA) process, Stress tests and 

scenario analysis. The PAR ensures that the key risks and associated controls are identified in all 

divisions, and effectively monitored to allow timely management of risks and adjustment of the 

system when necessary.  
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The RCSA process is a yearly management assessment of the adequacy and effectiveness of 

Euroclear’s risk & control framework facilitated by the Risk Management division. The RCSA process 

also seeks to identify any new or emerging risks that need to be addressed. 

The enhanced PAR/RCSA processes facilitate building a holistic view of key risks and the high impact 

control weaknesses. A quarterly Corporate Risk Report is submitted to the Board outlining our key 

risks and current risk profiles respectively. 

For the purpose of risks, controls, issue tracking and risk events, we rely on four different risk 

management tools:  

1. risk repository - a centralised database where all identified risks are logged, captured and 

assessed with risk ratings

2. control repository - a centralised database which captures all key and non-key controls

3. Issue Tracking tool - a dedicated issue tracking tool against risk issues/control gaps/weaknesses. 

Each issue is populated with detailed action plans that detail specific steps and timelines needed 

to mitigate risks and/or reasons for risk acceptance

4. risk events (logged in the Integrated Risk Management system) - all risk events must be

recorded, supporting a standardised workflow outlined in the ‘Incident Management and 

Breach Reporting Policy handbook’. Risk events capture remediation, root cause, lessons learnt

and corrective steps

Key consideration (KC) 2: An FMI should provide incentives to participants and, where relevant, 

their customers, to manage and contain the risks they pose to the FMI. 

We adopt a sound legal risk management framework and has rules, procedures and contracts that 

are clear and understandable for the securities settlement system that it operates and all other 

services that it provides. Their design means that they are enforceable in all relevant jurisdictions, 

including in the case of the default of a participant. 

We continuously encourage our clients to manage and contain the risks they pose to us, by keeping 

them informed about new developments, regulations, operational changes etc. Clients have access 

to a test platform allowing them to test their readiness before becoming a client or whenever a 

change needs to be tested. 

Our systems and services have been specifically designed to enable participants to monitor, manage 

and reduce risks they face, including through Delivery versus Payment operation, credit and liquidity 

control mechanisms, secured credit monitoring tools, collateral services, extensive real-time system 

information that allows the participants to manage and contain their risks from participating in the 

system. This information contains, among others, data on the participant’s transactional, cash and 

securities positions, credit usage, collateral position and secured credit.  

System developments to central bank money functionality and Term DBV functionality have allowed 

infrastructure to improve liquidity efficiencies and reduce system risk with no detrimental impact 

to the underlying settlement activity. 

For their day-to-day operations, clients receive real-time information on their transactions recorded 

in the settlement platform.  
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We send CREST alerts when an incident impacting clients occurs on the CREST system. Key clients 

are also integrated in the business continuity procedures testing (see Principle 17 for more details). 

 

Key consideration (KC) 3: An FMI should regularly review the material risks it bears from, and 

poses to, other entities (such as other FMIs, settlement banks, liquidity providers, and service 

providers) as a result of interdependencies, and develop appropriate risk-management tools to 

address these risks. 

Our ERM framework is used to manage the risks that it is exposed to, whether material or not, and 

the risks that Euroclear UK & International poses to other entities. Existing risk management 

processes and tools such as stress-testing, risk assessments and the risk library, explicitly include 

systemic considerations, which aims to cover both the risks posed to Euroclear UK & International 

by the financial system (e.g., other actors in the financial system, such as market participants, FMIs, 

service providers) and the risks the CSD might cause to such financial system.  

Systemic risk often crystallises in the market in the wake of a credit, a liquidity, a market, or an 

operational incident but the nature of the risk can change as it propagates. As a consequence, 

systemic risk considerations are part of the day-to-day risk management activities (i.e., identification, 

assessment, response, monitoring, and reporting). 

Our first line of defence has developed policies and procedures to ensure that risks emerging from 

critical service providers, key participants, other service and utility providers, and other CSDs or 

other market infrastructures (CCPs, payment systems and trading venues), are appropriately 

identified, monitored, managed and reported. Furth information is set out under Principle 17. 

Our second line of defence uses specific methods and tools, such as interdependency maps, horizon 

scanning and regular contacts with other actors on the market, to further enhance the systemic risk 

framework and to challenge the first line’s views on the potential systemic impacts their 

activities/processes might generate. 

Our Recovery Restructuring and orderly Wind-down (RRW) Plan provides an overview of the key 

intra-group and external operational and financial interdependencies that may be relevant for RRW 

planning purposes. The objective of mapping interdependencies (for instance with Critical Service 

Providers (CSPs)) is to identify the key interactions and the risks that those interactions could pose 

to Euroclear UK & International, in the context of the implementation of the RRW plan. 

 

Key consideration (KC) 4: An FMI should identify scenarios that may potentially prevent it from 

being able to provide its critical operations and services as a going concern and assess the 

effectiveness of a full range of options for recovery or orderly wind-down. An FMI should prepare 

appropriate plans for its recovery or orderly wind-down based on the results of that assessment. 

Where applicable, an FMI should also provide relevant authorities with the information needed 

for purposes of resolution planning. 

We provide critical services to the UK financial market. To identify service criticality, we consider 

the extent to which a disruption could have adverse implications to financial stability.  

Business continuity plans have been developed to cover a number of defined scenarios, including 

the loss of an office, loss of staff and loss of infrastructure ( i.e., an IT disaster recovery incident, 

including cyber scenario).  
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In accordance with legal requirements, our Business Continuity Management (BCM) framework 

describes objectives that support business targets for the timely resumption of critical operations. 

More detailed information on the Business continuity plan framework is included in Principle 17. 

Scenario analysis is used for our RRW plan, whereby we examine a range of extreme but plausible 

scenarios that could threaten our financial viability and prevent it from being able to deliver our 

critical functions. The central aim of the scenario analysis is to validate the adequacy of our recovery 

and restructuring capacity to deal with such threats.  

Besides RRW planning, scenario analysis is used in a number of risk management activities , for 

instance, to size and assess the adequacy of capital resources. It is also an important input to 

systemic risk analysis and decisions around the calibration of risk appetite, as well as investment 

decisions in controls and other risk mitigations. Beyond risk management, scenario analysis also 

feeds strategic analysis and medium-term capital planning.  

Building on a broader risk framework, our RRW plan aims to assist the Board and MC in taking timely 

and appropriate actions should the CSD face a situation that threatens its financial viability and their 

continued provision of critical services.  

In particular, the RRW plan presents the Board’s conclusion on: 

•  capabilities and options - alternative approaches to deal with the crystallised impact of a 

stress situation and their demonstrated capacity to do so effectively – operational plans and 

preparatory measures to enhance the effectiveness of the identified options  

• sources of residual risk and recovery scenarios - the sources of risks which, in the extreme, 

could threaten the CSDs’ viability and hence their ability to continue providing critical services 

– how, using scenario analysis as a tool, residual risk might crystallise and undermine our 

financial position, necessitating activation of the plan 

• governance and implementation - the appropriate governance of decision-making in a 

recovery scenario arrangement for systematic review and testing of our RRW plan and 

ongoing refinement of the plan  

Our RRW plan is owned and coordinated by the Chief Finance Officer (CFO), whose responsibility is 

to liaise with different stakeholders to ensure the plan is valid, complete, properly reviewed, 

updated and tested.  

The RRW plan is reviewed annually or when a significant change occurs that would impact the 

feasibility or materiality of a recovery option. As required by relevant regulations, the plan is shared 

with our regulator. 
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Principle 4: Credit risk 
 

An FMI should effectively measure, monitor, and manage its credit exposure to 

participants and those arising from its payment, clearing, and settlement processes. An 

FMI should maintain sufficient financial resources to cover its credit exposure to each 

participant fully with a high degree of confidence. In addition, a CCP that is involved in 

activities with a more-complex risk profile or that is systemically important in multiple 

jurisdictions should maintain additional financial resources sufficient to cover a wide 

range of potential stress scenarios that should include, but not be limited to, the default 

of the two largest participants and their affiliates that would potentially cause the largest 

aggregate credit exposures to the CCP in extreme but plausible market conditions. All 

other CCPs should maintain, at a minimum, total financial resources sufficient to cover the 

default of the one participant and its affiliates that would potentially cause the largest 

aggregate credit exposures to the CCP in extreme but plausible market conditions.  

 

Key consideration (KC) 1: An FMI should establish a robust framework to manage its credit 

exposures to its clients and the credit risks arising from its payment, clearing and settlement 

processes. Credit exposure may arise from current exposures, potential future exposures, or both. 

We do not: 

• incur any credit risk to or from its members, in the ordinary course of its business 

• provide any banking-type ancillary services 

• settle in commercial bank money 

• intermediate in the holding chain 

The CREST system design provides facilities for settlement banks to manage underlying clients’ 

credit and liquidity risks. Credit exposures in relation to payment obligations between participants 

are removed from the CREST system for GBP, EUR and USD denominated transactions through the 

real-time gross delivery versus payment mechanism in central bank money. 

 

Key consideration (KC) 2: An FMI should identify sources of credit risk, routinely measure and 

monitor credit exposures, and use appropriate risk management tools to control these risks. 

Limited credit risk does arise with the custodian banks we use to hold our capital and liquidity 

resources. Our regulatory capital is held in a portfolio of investments under the investment 

guidelines of its investment policy. Please refer to Principle 16: Custody and Investment Risk for 

further detail.  

Credit risk may also potentially arise should participants fail to pay relevant fees.  In accordance with 

CREST Rules, we have the right to exercise its powers of suspension and/or termination and may, 

upon the completion of a risk assessment, invoke its removal of access procedures.  
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Key consideration (KC) 3: A payment system or SSS should cover its current and, where they exist, 

potential future exposures to each client fully with a high degree of confidence using collateral 

and other equivalent financial resources (see Principle 5 on collateral). In the case of a DNS 

payment system or DNS SSS in which there is no settlement guarantee but where its clients face 

credit exposures arising from its payment, clearing, and settlement processes, such an FMI should 

maintain, at a minimum, sufficient resources to cover the exposures of the two clients and their 

affiliates that would create the largest aggregate credit exposure in the system. 

This KC is not applicable to us since it does not provide credit facilities to its participants. 

 

Key consideration (KC) 4, 5 and 6 are not applicable to Euroclear UK & International 

 

Key consideration (KC) 7: An FMI should establish explicit rules and procedures that address fully 

any credit losses it may face as a result of any individual or combined default among its clients 

with respect to any of their obligations to the FMI. These rules and procedures should address 

how potentially uncovered credit losses would be allocated, including the repayment of any funds 

an FMI may borrow from liquidity providers. These rules and procedures should also indicate the 

FMI’s process to replenish any financial resources that the FMI may employ during a stress event, 

so that the FMI can continue to operate in a safe and sound manner. 

Through our ERM framework, we monitor, on a monthly basis, risks and stress scenarios, as well as 

the assessment of their impact on our capital requirements. In this approach, we ensure that 

relevant risks and stress scenarios are identified and that their impact on its capital requirements 

and time periods for restructuring or winding-down is appropriately assessed. 
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Principle 7: Liquidity risk 
 

An FMI should effectively measure, monitor, and manage its liquidity risk. An FMI should 

maintain sufficient liquid resources in all relevant currencies to effect same -day and, 

where appropriate, intraday and multiday settlement of payment obligations with a high 

degree of confidence under a wide range of potential stress scenarios that should include, 

but not be limited to, the default of the participant and its affiliates that would generate 

the largest aggregate liquidity obligation for the FMI in extreme but plausible market 

conditions.  

 

Key consideration (KC) 1: An FMI should have a robust framework to manage its liquidity risks 

from its participants, settlement banks, nostro agents, custodian banks, liquidity providers, and 

other entities. 

We do not: 

• provide banking-type ancillary services 

• intermediate in the holding chain 

• maintain or provide liquidity resources to participants  

• incur a material amount of credit or liquidity risk to or from its members in the ordinary 

course of its business   

The CREST system design provides facilities for settlement banks to manage underlying clients’ 
credit and liquidity risks. Credit exposures in relation to payment obligations between participants 
are removed from the CREST system for GBP EUR and USD denominated transactions through the 
real-time gross delivery versus payment mechanism in central bank money. 
 
The links we maintain with our linked CSD’s are FoP links, i.e., no settlement takes place on a DvP 
basis thereby avoiding the CSD taking principal risk. 
 

Key consideration (KC) 2: An FMI should have effective operational and analytical tools to identify, 

measure, and monitor its settlement and funding flows on an ongoing and timely basis, including 

its use of intra-day liquidity. 

We do not: 

• provide banking-type ancillary services 

• maintain or provide liquidity resources to participants  

• incur a material amount of credit or liquidity risk to or from its members in the ordinary 

course of its business.   
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The CREST system provides members and settlement banks with real-time system information, to 

enable them to monitor and manage liquidity requirements and risks. All participants are required 

to have an arrangement with a settlement bank. This arrangement includes establishing a cap that 

represents the maximum amount of credit to be made available to the CREST participant for making 

cash payments. In turn, each settlement bank will hold an account in the central bank of issue across 

which cash payments are executed, thus ensuring settlement in central bank money. 

Interactive system functionality allows settlement banks to monitor any concerns with liquidity 

levels for clients’ underlying settlement and if required, real-time liquidity increases, and decreases 

can be managed via the Bank’s RTGS system. 

We monitor credit usage between settlement banks and their underlying clients and has procedures 

in place to escalate any material changes. The monthly assessment of the credit usage allows us to 

engage with underlying clients of settlement banks, and to discuss any tiering concerns that require 

the client to assess whether a direct relationship as a settlement bank may be necessary. For more 

details, see Principle 19. 

 

Key consideration (KC) 3: A payment system or SSS, including one employing a DNS mechanism, 

should maintain sufficient liquid resources in all relevant currencies to effect same -day 

settlement, and where appropriate intraday or multiday settlement, of payment obligations with 

a high degree of confidence under a wide range of potential stress scenarios that should include, 

but not be limited to, the default of the participant and its affiliates that would generate the 

largest aggregate payment obligation in extreme but plausible market conditions. 

The CREST system design provides facilities for settlement banks to manage underlying clients’ 

credit and liquidity risks. Credit exposures in relation to payment obligations between participants 

are removed from the CREST system for GBP EUR and USD denominated transactions through the 

real-time gross delivery versus payment mechanism in central bank money. 

We adopt a sound legal risk management framework and has rules, procedures and contracts that 

are clear and understandable for the securities settlement systems that it operates and all other 

services that it provides. Their design means that they are enforceable in all relevant jurisdictions, 

including in the case of the default of a participant. 

 

Key consideration (KC) 4 is not applicable to Euroclear UK & International 

 

Key consideration (KC) 5: For the purpose of meeting its minimum liquid resource requirement, 

an FMI’s qualifying liquid resources in each currency include cash at the central bank of issue and 

at creditworthy commercial banks, committed lines of credit, committed foreign exchange swaps, 

and committed repos, as well as highly marketable collateral held in custody and investments that 

are readily available and convertible into cash with prearranged and highly reliable funding 

arrangements, even in extreme but plausible market conditions. If an FMI has access to routine 

credit at the central bank of issue, the FMI may count such access as part of the minimum 

requirement to the extent it has collateral that is eligible for pledging to (or for conducting other 

appropriate forms of transactions with) the relevant central bank. All such resources should be 

available when needed. 
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We do not: 

• provide banking-type ancillary services 

• maintain or provide liquidity resources to participants  

• incur a material amount of credit or liquidity risk to or from its members in the ordinary 

course of its business   

Limited liquidity risk does arise with custodian banks we use to hold our capital and liquidity 

resources. Our regulatory capital is held in a portfolio of investments under the investment 

guidelines of its investment policy. 

See Principle 15: General Business Risk, for further detail. 

Key consideration (KC) 6: An FMI may supplement its qualifying liquid resources with other forms 

of liquid resources. If the FMI does so, then these liquid resources should be in the form of assets 

that are likely to be saleable or acceptable as collateral for lines of credit, swaps, or repos on an 

ad hoc basis following a default, even if this cannot be reliably prearranged or guaranteed in 

extreme market conditions. Even if an FMI does not have access to routine central bank credit, it 

should still take account of what collateral is typically accepted by the relevant central bank, as 

such assets may be more likely to be liquid in stressed circumstances. An FMI should not assume 

the availability of emergency central bank credit as a part of its liquidity plan. 

We do not: 

• provide banking-type ancillary services 

• maintain or provide liquidity resources to participants  

• incur a material amount of credit or liquidity risk to or from its members in the ordinary 

course of its business   

Limited liquidity risk does arise with the custodian banks we use to hold our capital and liquidity 

resources. Our regulatory capital is held in a portfolio of investments under the investment 

guidelines of its investment policy. 

See Principle 15: General Business Risk, for further detail. 

 

Key consideration (KC) 7: An FMI should obtain a high degree of confidence, through rigorous due 

diligence, that each provider of its minimum required qualifying liquid resources, whether a 

participant of the FMI or an external party, has sufficient information to understand and to 

manage its associated liquidity risks, and that it has the capacity to perform as required under its 

commitment. Where relevant to assessing a liquidity provider’s performance reliability with 

respect to a particular currency, a liquidity provider’s potential access to credit from the central 

bank of issue may be taken into account. An FMI should regularly test its procedures for accessing 

its liquid resources at a liquidity provider. 
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We do not: 

• provide banking-type ancillary services 

• maintain or provide liquidity resources to participants  

• incur a material amount of credit or liquidity risk to or from its members in the ordinary 

course of its business   

Limited liquidity risk does arise with the custodian banks we use to hold our capital and liquidity 

resources. Our regulatory capital is held in a portfolio of investments under the investment 

guidelines of its investment policy. 

See Principle 15: General Business Risk, for further detail. 

 

Key consideration (KC) 8: An FMI with access to central bank accounts, payment services, or 

securities services should use these services, where practical, to enhance its management of 

liquidity risk. 

The CREST system design provides facilities for settlement banks to manage underlying clients’ 

credit and liquidity risks. Credit exposures in relation to payment obligations between participants 

are removed from the CREST system for GBP, EUR and USD denominated transactions through the 

real-time gross delivery versus payment mechanism in central bank money. 

 

Key consideration (KC) 9: An FMI should determine the amount and regularly test the sufficiency 

of its liquid resources through rigorous stress testing. An FMI should have clear procedures to 

report the results of its stress tests to appropriate decision makers at the FMI and to use these 

results to evaluate the adequacy of and adjust its liquidity risk-management framework. In 

conducting stress testing, an FMI should consider a wide range of relevant scenarios. Scenarios 

should include relevant peak historic price volatilities, shifts in other market factors such as price 

determinants and yield curves, multiple defaults over various time horizons, simultaneous 

pressures in funding and asset markets, and a spectrum of forward-looking stress scenarios in a 

variety of extreme but plausible market conditions. Scenarios should also take into account the 

design and operation of the FMI, include all entities that might pose material liquidity risks to the 

FMI (such as settlement banks, nostro agents, custodian banks, liquidity providers, and linked 

FMIs), and where appropriate, cover a multiday period. In all cases, an FMI should document its 

supporting rationale for, and should have appropriate governance arrangements relating to, the 

amount and form of total liquid resources it maintains. 

We do not: 

• provide banking-type ancillary services 

• maintain or provide liquidity resources to participants  

• incur a material amount of credit or liquidity risk to or from its members in the ordinary 

course of its business   

As part of our ERM framework, capital adequacy levels are measured formally and reported on a 

monthly basis. Through the management of its Scenario analysis and stress testing policy, capital 

adequacy levels are stress-tested at least annually and amended if necessary.  
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Our capital adequacy is assessed against regulatory requirements and recognised industry standards. 

It tests availability and assesses capital requirements over the next five years.  

See Principle 15 for further detail. 

 

Key consideration (KC) 10: An FMI should establish explicit rules and procedures that enable the 

FMI to effect same-day and, where appropriate, intraday and multiday settlement of payment 

obligations on time following any individual or combined default among its participants. These 

rules and procedures should address unforeseen and potentially uncovered liquidity shortfalls 

and should aim to avoid unwinding, revoking, or delaying the same-day settlement of payment 

obligations. These rules and procedures should also indicate the FMI’s process to replenish any 

liquidity resources it may employ during a stress event, so that it can continue to operate in a safe 

and sound manner. 

The legal mechanisms supporting GBP, EUR and USD settlement in the CREST system enable the 

discharge of payment obligations on a real-time, gross DvP basis. The arrangements ensure there 

can be no unwinding, revoking or delay in respect of payment obligations settled in the CREST 

system.  

The default of a participant will have no direct impact on our financial resources and will not lead to 

any losses for us, other than in respect of unpaid fees. 

  



  

 

38 

 

Principle 8: Settlement finality 
 

An FMI should provide clear and certain final settlement, at a minimum by the end of the 

value date. Where necessary or preferable, an FMI should provide final settlement 

intraday or in real time.  

 

Key consideration (KC) 1: An FMI’s rules and procedures should clearly define the point at which 

settlement is final. 

The CREST Rules clearly define the point at which settlement is final.  

The CREST system is a designated system under the Financial Markets and Insolvency (Settlement 

Finality) Regulations 1999 (as amended) in the UK. The CREST system is also designated or otherwise 

regarded as a designated system in a number of EEA jurisdictions where there are CREST participants 

incorporated. 

The UK Settlement Finality Regulations seek to reduce the risks associated with participation in 

designated payment and securities settlement systems by minimising the disruption caused by 

insolvency proceedings against certain participants in such a system. 

To obtain such designation for the CREST system, we are required to satisfy the Bank (as the relevant 

designating authority) that the requirements of the Schedule to the UK Settlement Finality 

Regulations, and certain other matters, are satisfied with respect to the CREST system. 

The rules governing settlement finality, finality of delivery of securities and of cash, are set out in 

the CREST Rules. In particular, CREST Rule 13 which is made in satisfaction of the requirements of 

the UK Settlement Finality Regulations, clearly define the point at which settlement is final. 

CREST Rule 14 establishes the principles relating to settlement of delivery of securities and CREST 

Rule 17 defines the finality of CREST payments. These rules operate in conjunction to establish the 

framework for DvP, such that at the point that securities move between accounts in the CREST 

system, the corresponding cash payments move between the relevant payment banks. 

As noted above, the CREST Manual, CREST Rules, procedures, tariff, Participant contracts, and other 

information is available in the Legal Basics section of my.euroclear.com. 

 

Key consideration (KC) 2: An FMI should complete final settlement no later than the end of the 

value date, and preferably intraday or in real time, to reduce settlement risk. An LVPS or SSS 

should consider adopting RTGS or multiple-batch processing during the settlement day. 

The CREST system facilitates real-time gross final settlement of DvP transfers on a continuous basis 

throughout the settlement day. There is no overnight batch processing of settlement, so all 

processing is completed during the business day in real time. 
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Key consideration (KC) 3: An FMI should clearly define the point after which unsettled payments, 

transfer instructions, or other obligations may not be revoked by a participant. 

As set out under KC 1, the CREST Rules, in particular CREST Rule 13, clearly define the moment of 

entry, irrevocability and settlement of payment and security transfer orders. A transfer order is 

irrevocable from the time at which it is, or becomes, incapable of being amended or deleted (in 

accordance with the procedures set out in the CREST Manual) by the single input of an instruction 

from the participant that wishes to amend or delete the order. For example, for delivery instructions, 

this is the moment the transaction is matched (and can then only be deleted by matching 

instructions). 

Our default arrangements for the purposes of the relevant Settlement Finality Regulations are 

comprised of:  

• the rights and powers reserved to us in its agreement with each participant (including the CREST 

Terms and Conditions), the CREST Manual and the CREST Rules which enable us to suspend or 

terminate the participation of that participant upon the occurrence of certain specified events, 

as well as our insolvency and default procedures 

• the Sterling RTGS Procedures and other arrangements in place to limit the systemic and other 

types of risk which might arise in the event of a sterling settlement bank appearing to be unable, 

or likely to become unable, to meet its obligations in relation to the sterling payments 

mechanism 

• the end-of-day procedures and other arrangements in place to limit the systemic and other 

types of risk which might arise in the event of a USD settlement bank appearing to be unable, 

or likely to become unable, to meet its obligations in relation to the US dollar payments 

mechanism 

• the Euro Payment Finality Procedures and other arrangements in place to limit the systemic and 

other types of risk which may arise in the event of a euro settlement bank appearing to be 

unable, or likely to become unable, to meet its obligations in relation to the euro payments 

mechanism 

• procedures that facilitate the realisation of a settlement bank’s security 

• the procedures which form part of our internal Insolvency and Default Procedures 
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Principle 9: Money settlements 
 

An FMI should conduct its money settlements in central bank money where practical and 

available. If central bank money is not used, an FMI should minimise and strictly control 

the credit and liquidity risk arising from the use of commercial bank money.  

 

Key consideration (KC) 1: An FMI should conduct its money settlements in central bank money, 

where practical and available, to avoid credit and liquidity risks. 

The CREST system design provides facilities for settlement banks to manage underlying clients’ 

credit and liquidity risks. Credit exposures in relation to payment obligations between participants 

are removed from the CREST system for GBP, EUR and USD denominated transactions through the 

real-time gross delivery versus payment mechanism in central bank money. 

The CREST system supports three payment mechanisms depending upon the designated currency:  

• the DvP Service for sterling  

• the US dollar payments mechanism for US dollars  

• the Euro payments mechanism for euro 

 

DvP Service  

For sterling, CREST settlement is effected on a real-time gross basis in central bank money through 

settlement bank’s account opened with the Bank (as the central bank of issue of sterling) as the 

inter-settlement bank. Payment obligations arising at the moment of CREST settlement are 

supported by an undertaking from the Bank for their completion. This undertaking from the Bank is 

itself backed by funds held by or for the account of the relevant settlement bank at the Bank which 

are earmarked or frozen (i.e., irrevocably appropriated) for CREST settlement.  

The Bank gives an unconditional and irrevocable contractual undertaking to each CREST settlement 

bank to complete payment, the effect of which is to cause the simultaneous settlement of the 

relevant sterling inter-settlement bank payment obligation immediately upon the occurrence of a 

Payment Settlement Event. 

US dollar payments mechanism  

For US dollars, CREST settlement operates a mechanism under which:  

• at the point of CREST settlement, an irrevocable and unconditional inter-settlement bank 

payment obligation arises between the paying member’s settlement bank and the payee 

member’s settlement bank to pay the relevant amount in US dollars  

• inter-settlement bank payment obligations will, on normal settlement days, be discharged in 

US dollar central bank money through payments made in the National Settlement Service 

(NSS) of the US Federal Reserve Banks  

• inter-settlement bank payment obligations are backed by sterling central bank money pre -

funding by USD settlement banks into our USD Trust Account held by us at the Bank  



  

 

41 

 

Euro payments mechanism  

For Euro, CREST settlement operates a mechanism under which:  

• at the point of CREST settlement, an irrevocable and unconditional inter-settlement bank 

payment obligation arises between the paying member’s settlement bank and the payee 

member’s settlement bank to pay the relevant amount in euro  

• inter-settlement bank payment obligations are backed by euro pre-funding by euro settlement 

banks into our Euro Trust Account held by us at the Bank  

• inter-settlement bank payment obligations will be discharged in euro central bank money 

through payments made from our Euro Trust Account for credit to the relevant Payments 

Module Accounts of euro settlement banks (or their agents) 

 

Key consideration (KC) 2: If central bank money is not used, an FMI should conduct its money 

settlements using a settlement asset with little or no credit or liquidity risk. 

Payments are discharged in central bank money. 

 

Key consideration (KC) 3: If an FMI settles in commercial bank money, it should monitor, manage, 

and limit its credit and liquidity risks arising from the commercial settlement banks. In particular, 

an FMI should establish and monitor adherence to strict criteria for its settlement banks that take 

account of, among other things, their regulation and supervision, creditworthiness, capitalisation, 

access to liquidity, and operational reliability. An FMI should also monitor and manage the 

concentration of credit and liquidity exposures to its commercial settlement banks. 

We do not settle in commercial bank money.  

 

Key consideration (KC) 4: If an FMI conducts money settlements on its own books, it should 

minimise and strictly control its credit and liquidity risks. 

We do not conduct money settlements on its own book. As noted under KC 1, the CREST system 

design provides facilities for settlement banks to manage underlying clients’ credit and liquidity risks. 

 

Key consideration (KC) 5: An FMI’s legal agreements with any settlement banks should clearly 

state when transfers on the books of individual settlement banks are expected to occur, that 

transfers are to be final when effected, and that funds received should be transferable as soon as 

possible, at a minimum by the end of the day and ideally intraday, in order to enable the FMI and 

its participants to manage credit and liquidity risks. 

Every CREST member is required to have an arrangement with a CREST settlement bank.  

Bilateral and multilateral contractual arrangements between us, the Bank and the CREST sterling 

settlement banks govern the operation and provision of the DvP payment arrangements in GBP. 
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The legal framework in relation to GBP, EUR and USD payments is governed primarily by the 

combination of CREST Terms and Conditions, CREST Rules 13, 16 and 17 and a suite of bilateral and 

multilateral contractual arrangements. These arrangements provide for the discharge of a payment 

obligation owed by one member (or the person on whose behalf or with whose consent he is acting) 

to another member (or his principal) upon the occurrence of the relevant Payment Settlement Event; 

and its simultaneous replacement by a settlement bank payment obligation due from the paying 

member’s settlement bank to the payee member’s settlement bank.   

In the DvP Service, the settlement bank payment obligations will be immediately and simultaneously 

extinguished by means of an irrevocable and unconditional undertaking by the Bank to credit an 

amount equal to the buyer’s payment to the relevant account of the seller’s settlement bank (and 

to debit the corresponding account of the buyer’s settlement bank). The unconditional and 

irrevocable nature of the Bank’s undertaking is sufficient to complete payment between the 

settlement banks even though it precedes actual debit/credit to the account on its books. The Bank’s 

irrevocable undertaking is supported by a process of earmarking (irrevocably appropriating) funds 

provided by each sterling settlement bank for sterling under the bilateral account relationship 

between the Bank and that settlement bank. 

For EUR and USD payment mechanisms, CREST Rule 17 provides that upon the occurrence of an 

Inter-Bank Settlement Event, the payee member’s settlement bank shall be irrevocably and 

unconditionally obliged to pay the relevant amount to the payee member in either euro or US 

dollars. 

The CREST Terms and Conditions provide that the creation of a settlement bank payment obligation 

of the paying member’s sterling settlement bank discharges the member’s obligation (and the 

obligation of any person on whose behalf or with whose consent he is acting) to the payee member 

(or his principal) to the extent of the amount of the settlement bank payment obligation.  

The individual contracts between members and their sterling settlement banks will govern:  

•  to which account(s) each ‘inward’ settlement bank payment obligation is to be credited and at 

what time  

• from which account(s) each ‘outward’ settlement bank payment obligation assumed for him 

by his sterling settlement bank is to be debited and at what time  

• the extent to which the sterling settlement bank may or may not settle or combine different 

accounts of the member with his sterling settlement bank 

As noted above, the CREST Manual, CREST Rules and Participant contracts are available in the Legal 

Basics section of my.euroclear.com. 
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Principle 10: Physical deliveries 
 

An FMI should clearly state its obligations with respect to the delivery of physical 

instruments or commodities and should identify, monitor, and manage the risks 

associated with such physical deliveries. 

 

Key consideration (KC) 1: An FMI’s rules should clearly state its obligations with respect to the 

delivery of physical instruments or commodities. 

Securities held in the CREST system are all dematerialised, not immobilised; all transfers of securities 

in the CREST system are book entry, there are neither vaults nor paper transfers.  

Customers who want to hold securities in physical form can withdraw them from and hold them 

outside the CREST system. We provide services to support participants in the depositing and 

withdrawal of securities and the delivery of physical securities to and from UK registrars. This is done 

through the CREST Courier and Sorting Service (CCSS). These arrangements are fully described in 

the CREST CCSS Operations Manual available in the Legal Basics section of my.euroclear.com. 

 

Key consideration (KC) 2: An FMI should identify, monitor, and manage the risks and costs 

associated with the storage and delivery of physical instruments or commodities. 

We have procedures in place to monitor and manage the risks and costs associated with the storage 

and delivery of certificates through its CCSS, and to ensure the physical delivery of share certificates 

between brokers and registrars is operating effectively and to agreed service standards. Registrars 

are subject to service standards set out in the CREST Rules. The costs associated to physical delivery 

services are recovered via tariff charges on the stock withdrawal and deposit functionality.  
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Principle 11: Central securities depositories 
 

A CSD should have appropriate rules and procedures to help ensure the integrity of 

securities issues and minimise and manage the risks associated with the safekeeping and 

transfer of securities. A CSD should maintain securities in an immobilised or 

dematerialised form for their transfer by book entry.  

 

Key consideration (KC) 1: A CSD should have appropriate rules, procedures, and controls, including 

robust accounting practices, to safeguard the rights of securities issuers and holders, prevent the 

unauthorised creation or deletion of securities, and conduct periodic and at least daily 

reconciliation of securities issues it maintains. 

We have appropriate rules, procedures, and controls to safeguard the rights of securities issuers 

and holders and aim to reduce and manage the associated safe keeping risks.  

We have robust and fully automated accounting practices which ensure that records of holdings can 

be updated only via properly authenticated inputs from participants and/or authorised registrars. 

These practices are complemented with multiple levels of internal and external controls and system 

functionality which cross-validate our records of securities holdings with those of the issuer and/or 

participants’ own records on a daily basis. 

CREST (Domestic) Securities  

We use a registrar model that covers two different types of security, Electronic Transfer of Title (ETT) 

eligible securities (UK domestic securities) and non-ETT eligible securities (Isle of Man, Jersey and 

Guernsey securities as well as investment funds). The laws under which we operate prescribe legal 

title on the operator register (for ETT) or the issuer register (for non-ETT) and legal title is 

conferred/evidenced by the relevant register records. 

We apply and enforces a number of daily reconciliation processes that provide appropriate levels of 

verification that the number of securities making up a securities issue in the CREST system is equal 

to the sum of securities recorded on the securities accounts for CREST participants.  

We impose strict requirements on each registrar for the securities maintained by that registrar, 

including the need to reconcile the total securities in issue and changed balances for each security 

on a daily basis and to reconcile all the individual securities account balances every two weeks.  

The CREST system is also designed to ensure that corporate action record dates trigger a 

requirement for a full reconciliation. The registrar is contacted when any discrepancies occur and 

must take steps to rectify the situation and resubmit the reconciliation. We perform initial analysis 

on the reconciliation break and provides this information to the registrar to assist with the 

investigation. Both parties endeavour to resolve the situation before the close of the operational 

day.  

Securities that either fail or do not complete the appropriate reconciliation are automatically 

suspended from settlement. We may, at our discretion and on the basis of information provided by 

the registrar, take an operational decision to override the suspension. 
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Supplementing the reconciliation related controls that are in place to detect erroneous securities 

creation, the CREST system incorporates functionality designed to reduce the risk of erroneous 

issuance into the CREST system originating from the registrars. In addition to submitting individual 

instructions to issue the securities in the CREST system, registrars perform a further level of 

validation to independently input and agree the total number of securities issued into the  CREST 

system. These dual inputs need to match and reconcile before securities are credited to the relevant 

recipient participants’ accounts and made available for subsequent book entry settlement. Where 

incidents of undue securities creation occur, we suspend settlement of the impacted security until 

the situation has been analysed and remedied. 

International securities  

International securities are held in the name of CREST International Nominees Ltd (CINL) in a linked 

CSD. The CREST depository, acting as a depository in respect of international securities, may issue 

dematerialised depository interests representing international securities, as independent securities. 

Participants’ entitlements to the relevant international securities are recorded by way of CREST 

Depository Interests (CDIs) that represent a beneficial interest in the underlying international 

security held by CINL on a one for one basis.  

The CDIs are constituted under English law and are ‘participating securities’ within the meaning of 

UK Regulations (USRs). CDIs can be transferred in the CREST system with no requirement for re-

registration to occur in the linked CSD.  

We receive daily statements for the CINL accounts from the linked CSDs in relation to opening and 

closing balances, as well as intra-day movements. These are then reconciled by our Operations team 

against the relevant information held in the CREST system. 

For both CREST and international securities, internal reconciliation checks are performed 

throughout the day as part of each settlement cycle. The purpose of these automated system checks 

(applicable to every transaction) is to provide assurance that the functionality embedded within the 

CREST system is operating as expected and changed balances reconcile with settlement postings. In 

the event of any discrepancy arising as a result of a software defect, the CREST system will halt 

settlement for all securities to prevent further potential contagion and allow for the anomaly to be 

investigated and remedied. 

Due to the involvement of both registrars and linked CSDs in the reconciliation process,  we manage 

a formal relationship with these providers to ensure adequate cooperation and information 

exchange measures are in place in order to maintain the integrity of the issue. These service partners 

are managed under contractual arrangements that bind them to the CREST Rules that include 

stipulations regarding reconciliation measures. 

 

Key consideration (KC) 2: A CSD should prohibit overdrafts and debit balances in securities 

accounts. 

Securities overdrafts, debit balances and/or undue securities creation are prohibited. Key design 

principles in relation to the integrity of issue are embedded within the CREST system architecture. 

Settlement is executed by means of double-entry accounting, where each transaction consists of a 

credit entry against the receiving securities account with a corresponding debit entry occurring 

against the delivering securities account.  
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As such, debit balances are not permitted within the settlement system and system checks on the 

availability of securities ensure no transactions settle that would generate a negative securities 

balance. 

Key consideration (KC) 3: A CSD should maintain securities in an immobilised or dematerialised 

form for their transfer by book entry. Where appropriate, a CSD should provide incentives to 

immobilise or dematerialise securities. 

We have designed the CREST system as a dematerialised ‘book-entry’ settlement system. It does 

not offer immobilisation of securities and therefore all activity in the CREST system is in 

dematerialised form. 

Key consideration (KC) 4: A CSD should protect assets against custody risk through appropriate 

rules and procedures consistent with its legal framework. 

Client assets are legally protected against CSD creditors, including in case of bankruptcy.  

We do not have no security interest, lien, right of retention or any similar rights over CREST 

securities and does not use CREST securities that do not belong to it for its own purposes. Euroclear 

UK & International and its subsidiaries have no charge or other security interest over international 

securities but have rights or powers reserved under the declaration of trust and terms and 

conditions under which international securities are held. 

In the event of the insolvency of the CREST member, interests in the CREST securities held by the 

CREST member will be determined in accordance with the insolvency process and laws of the 

relevant jurisdiction applicable to that CREST member. Protections afforded to clients of the CREST 

member will be dependent on those laws. Such protections, and the speed at which assets are 

returned to clients, if at all, may vary based on whether the CREST member uses omnibus client 

segregation or individual client segregation. 

A full description of the legal framework for the holding and settlement of securities is set out in the 

CREST Manual. 

Key consideration (KC) 5: A CSD should employ a robust system that ensures segregation between 

the CSD’s own assets and the securities of its participants and segregation among the securities 

of participants. Where supported by the legal framework, the CSD should also support 

operationally the segregation of securities belonging to a participant’s customers on the 

participant’s books and facilitate the transfer of customer holdings. 

As set out in KC 4 above, we do not hold any assets in the CREST system.  

We are subject to segregation requirements set out in CSDR. We are required to keep records and 

accounts that enables participants to:  

• segregate the securities of the participant from those of the participant’s underlying clients  

• hold in one securities account, the securities that belong to different underlying clients of that 

participant (‘omnibus client segregation’)  

• segregate the securities of any of the participant’s underlying clients, if and as required by the 

participant (‘individual client segregation’)  
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The segregation options available to participants apply equally for domestic and international 

securities. However, due to the nature of the different holding models applied within the CREST 

International Settlement Links Service, the risks and costs are different. 

The nature of the account structure within the CREST system, as described below, allows clients to 

have domestic securities registered in their own name directly on the registers of the securities they 

hold, with accompanying visibility to the issuer, enabling a direct relationship between the issuer 

and the registered holder. 

• User: Operates the connection to the CREST system on behalf of its participants (ownership of 

assets is not recorded at this level) 

• Participant: Legal holder of the security - Name on register 

• Member Account: designation on the applicable register 

An entity may have one or more separate participant accounts in the CREST system. Whilst all may 

be in the same name, they each have unique participant IDs, are functionally separate, and any 

securities held within them are segregated from each other on the records of the issuer.  

Member accounts each have an identifier which is unique within the participant and forms the 

designation which appears on the legal register and/or record of any holdings in addition to the 

participant’s name. If a member account has a blank identifier, this is an ‘undesignated’ account and 

the name which appears on the register and/or record for any holdings in this account is therefore 

that of the participant alone, with no qualifying designation.  

For the purposes of CSDR, each member account in the CREST system requires an indicator to be 

appended which identifies whether it is holding:  

• proprietary assets (‘own name’) or  

• client assets in an omnibus arrangement (‘omnibus client segregation’) or  

• client assets in an individually segregated account (‘individual client segregation’)  

These indicators are retained within the CREST system where they are only used for the purposes 

of CSDR reporting to the Bank. 

These options enable, at any time and without delay, the segregation in the CREST system of the 

securities of a participant from those of any other participant and from our own assets and the 

segregation of the securities of a participant from those they may be holding on behalf of their 

clients.  

Please refer to the EUI Account Segregation guidance document, available in the Legal Basics section 

of my.euroclear.com, for further detail on the benefits, cost and legal implications. 
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Key consideration (KC) 6: A CSD should identify, measure, monitor, and manage its risks from 

other activities that it may perform; additional tools may be necessary in order to address these 

risks. 

Our core services include notary services (initial recording of securities in a book-entry system); 

central maintenance services (providing and maintaining securities at the top tier level) and 

settlement services (operating a Securities Settlement System). To support these core services, we 

provide non-banking type ancillary services (in the meaning of CSDR) related to Custody and Asset 

Servicing.  

For all services, we identify, monitor and manage the associated risks in line with the ERM 

framework. New services and activities follow a specific governance process be fore their actual 

implementation. Such governance involves the approval of the relevant MC upon recommendation 

from the Risk and Operations Committee (ROC) after the risk assessments have been performed 

(see Principle 3 for further explanation). 
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Principle 12: Exchange-of-value settlement systems 
 

If an FMI settles transactions that involve the settlement of two linked obligations (for 

example, securities or foreign exchange transactions), it should eliminate principal risk by 

conditioning the final settlement of one obligation upon the final settlement of the other.  

 

Key consideration (KC) 1: An FMI that is an exchange-of-value settlement system should eliminate 

principal risk by ensuring that the final settlement of one obligation occurs if and only if the final 

settlement of the linked obligation also occurs, regardless of whether the FMI settles on a gross 

or net basis and when finality occurs. 

 

As set out under Principle 1, we operate a SSS that is designated under the SFD and its legal and 

contractual framework provides sound protection for (transfers of) securities held by its clients. 

As set out under Principle 9, we offer model 1 settlement in central bank money. CREST system 

design, rules, procedures and contractual arrangements ensure simultaneous DvP on an intra-day 

real-time gross basis. This means that principal risk is eliminated by ensuring that the final 

settlement of one obligation occurs if and only if the final settlement of the linked obligation occurs.  

CREST Rules 13, 14 and 17, set out the framework for the transfer of securities and cash and 

settlement finality considerations ensuring that delivery of the securities and the discharge of 

payment obligations, in the context of delivery versus payment transactions,  takes place 

simultaneously on a real-time basis. 
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Principle 13: Participant-default rules and procedures 
 

An FMI should have effective and clearly defined rules and procedures to manage a 

participant default. These rules and procedures should be designed to ensure that the FMI 

can take timely action to contain losses and liquidity pressures and continue to meet its 

obligations.  

 

Key consideration (KC) 1: An FMI should have default rules and procedures that enable the FMI to 

continue to meet its obligations in the event of a participant default and that address the 

replenishment of resources following a default. 

Our participant default arrangements are set in a number of documents but in particular, the CREST 

Rules and our participant default guidelines.  

We do not extend credit or liquidity and does not use its own financial resources in the event of a 

participant default. 

As we are not party to any settlement transactions, the default of a participant will have no direct 

impact on our financial resources and will not lead to any losses for us, other than in respect of 

unpaid fees. 

We have effective and clearly defined arrangements for handling participant defaults, to minimise 

disruption caused to other participants and the CREST system. 

The default guidelines outline our participant default rules and procedures for the CREST system, 

highlighting key actions we may take in the event of the default of a participant. The guidelines are 

intended to provide participants and the appointed insolvency practitioner(s) with insight into the 

various considerations that may be applicable in the event of a default.  

The guidelines set out our roles and responsibilities and other key stakeholders, including the 

appointed insolvency practitioners(s) and participants in connection with the default of a participant. 

The guidelines also describe the procedures for testing and reviewing our participant default rules 

and procedures and identify actions we will undertake on an automatic basis. 

 

Key consideration (KC) 2: An FMI should be well prepared to implement its default rules and 

procedures, including any appropriate discretionary procedures provided for in its rules. 

Our participant default rules and procedures apply to default events of corporate participants, 

personal members and sponsors. Key matters for insolvency practitioners and participants to 

consider include:  

• the participants’ obligation to notify us of events of default  

• our discretion to suspend (and re-enable participation) or terminate 

• our responsibility to manage open transactions  
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• us not being responsible for resolving any counterparty contractual issues in respect of the 

defaulting participant claims and that any actions against the defaulting participant must be 

taken up with the appointed insolvency practitioner(s) 

• our ‘agreed procedures’ with the Bank of England Special Resolution Unit for the actions it 

may direct us to take in pursuit of its responsibilities and actions under the Banking Act, for 

the resolution and recovery of systemically important banks. Actions (in accordance with 

CREST Rules and agreements) may result in a variation of the normal default process11 

The actual or potential default of a participant is treated as an operational incident and managed 

by our Bronze level incident Management team, in accordance with our business continuity 

framework as set out in Principle 17: Operational Risk. Our Operations Duty Manager will, with the 

support of the Incident Management Team, review the information/notification(s) received and if 

appropriate, invoke our participant default rules and procedures.  

The Incident Management Team will co-ordinate the implementation of actions and ensure 

appropriate communication channels are open to all relevant stakeholders including, supervisory 

authorities and other market infrastructures. 

In most cases, we will suspend participation upon the receipt of a formal notification of  a default 

event, however this may be vary depending on any explicit guidance from a relevant authority. The 

nature, scale and complexity of the risks and potential market impacts will determine our 

subsequent actions following a suspension. 

The impact of the suspension of a participant will be that all unsettled transactions related to the 

participant in default will be ‘frozen’, irrespective of the type of transaction or its criticality. In the 

normal course of a default event, it is highly unlikely these  transactions will ever progress to 

settlement, except under the express instruction of the appointed insolvency practitioner and/or 

relevant regulatory authority. Counterparties impacted by these ‘frozen’ transactions may have to 

resolve their contractual obligations outside of the CREST system, potentially with the appointed 

insolvency practitioner(s). 

 

Key consideration (KC) 3: An FMI should publicly disclose key aspects of its default rules and 

procedures. 

The CREST Terms and Conditions, CREST Rules, CREST Reference Manual and Default Guidelines are 

available in the Legal Basics section of my.euroclear.com.  

  

 

11 Provisions under Part 1 of the Banking Act 2009 (specifically section 48Z of that Act) require us to disregard, so long as the user’s, 

participant’s or issuer’s substantive obligations continue to be performed, certain special resolution measures and actions t aken in 

relation to the user, participant or issuer or a member of the same group as the user, participant or issuer, and the occu rrence of any 

event directly linked to the application of such a measure or action, in considering whether it is able to exercise those powers of 

suspension and termination. Additionally, the Bank of England may exercise other resolution powers which could require us not to 

exercise its powers of suspension or termination. 
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Key consideration (KC) 4: An FMI should involve its participants and other stakeholders in the 

testing and review of the FMI’s default procedures, including any close-out procedures. Such 

testing and review should be conducted at least annually or following material changes to the 

rules and procedures to ensure that they are practical and effective. 

The effectiveness and practicality of the default rules and procedures is tested on an annual basis 

with a subset of participants and infrastructure partners. This is to test the relevance, applicability 

and market readiness of the procedures should they be invoked.  

The annual testing is normally embedded in a period of testing of a wider range of business 

continuity scenarios. We prepare a detailed test plan incorporating learning points from previous 

tests and any new requirements and invite a range of participants appropriate to the scenarios to 

participate in the tests. The test scenarios may incorporate a combination of simulation exercises 

with execution of steps in a CREST system test environment (which incorporates full external 

connectivity with the testing participants and relevant infrastructure partners). 
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Principle 15: General business risk 
 

An FMI should identify, monitor, and manage its general business risk and hold sufficient 

liquid net assets funded by equity to cover potential general business losses so that it can 

continue operations and services as a going concern if those losses mater ialise. Further, 

liquid net assets should at all times be sufficient to ensure a recovery or orderly wind-

down of critical operations and services.  

 

Key consideration (KC) 1: An FMI should have robust management and control systems to identify, 

monitor, and manage general business risks, including losses from poor execution of business 

strategy, negative cash flows, or unexpected and excessively large operating expenses. 

We recognise the importance of having a sound risk management framework for comprehensively 

managing legal, business, operational and other direct and indirect risks to which it is exposed 

including fraud and negligence. Specifically in relation to general business risks, we further recognise 

the importance of robust management and control systems and IT tools to identify, monitor and 

manage general business risks, including losses from poor execution of business strategy, cash flows 

and operating expenses. 

As described in Principle 3, our ERM framework is supported by a suite of Board policies, policy 

handbooks and procedures. The Corporate Risk Management Board Policy describes the risk 

arrangements established by the Board and articulates an agreed risk appetite statement and 

expectations on risk culture. 

Business risk is a sub-category of strategic and business risk. Strategic and business risk is classified 

as one of the nine key risk areas in our Risk Library and we have defined strategic and business risk 

as follows: 

• Business Risk: Short term (<2 years) risks to our financial results and solvency arising from, for 

instance: business decisions; product and client portfolios; and human capital and other 

resources 

• Strategic Risk: Medium to long term (>2 years) risks to the company’s existence and its ability 

to deliver its strategy, arising from for instance: our strategy & business model; strategic 

decisions; implementation of strategy; and technology, IT infrastructure and software  

Internal tools are in place to identify key controls that allow both the adequate and effective 

operation of the internal control system for all risks, including business and strategic risks, and the 

evaluation of its adequacy and continued effectiveness on a regular basis.  

Each year, we prepare a business plan covering a five-year outlook incorporating the budget for the 

forthcoming year. The business plan incorporates the evolution of our strategy, its risk appetite 

factoring in the key aspects of the company’s risk appetite framework, as well as incorporating the 

necessary capital requirements to manage capital by risk type, shareholder expectations on 

proposed dividend payments. 
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The business plan demonstrates how we expect to maintain surplus capital in excess of its regulatory 

capital requirements. It ensures that we retain sufficient capital to support the continued running 

of its business and absorb potential shocks over the next 5 years. Our capital position is monitored 

on a monthly basis and is presented to MC, Board and Regulator.  

 

Key consideration (KC) 2: An FMI should hold liquid net assets funded by equity (such as common 

stock, disclosed reserves, or other retained earnings) so that it can continue operations and 

services as a going concern if it incurs general business losses. The amount of liquid net assets 

funded by equity an FMI should hold should be determined by its general business risk profile and 

the length of time required to achieve a recovery or orderly wind-down, as appropriate, of its 

critical operations and services if such action is taken. 

We hold high quality assets to cover their general business risk, in line with CSDR requirements.  

As part of the risk management process, capital adequacy levels are measured formally and 

reported on a monthly basis. The capital adequacy assessment covers two parts: 

1. to cover the relevant risks on a going concern basis, where the capital held is sufficient to 

ensure that the company is adequately protected against operational, legal, custody, 

investment and business risks, including reasonably foreseeable adverse scenarios or adverse 

stress scenarios 

2.  to maintain sufficient capital to manage a winding-down or the restructuring of the CSD 

activities in an extreme but plausible stress scenario within appropriate time periods of at 

least six months 

The overall approach assesses the likely adequacy of our current and future capital levels in the light 

of the evolution of its risk profile. It also assesses the potential impact of more severe market 

conditions under stress test scenarios. The framework used to assess our capital adequacy involves: 

•  the definition of an appropriate internal capital requirement for the company  

• the assessment of the future evolution of that internal capital requirement, as well as the 

regulatory constraints; both are based on current projections 

• a sensitivity analysis on all capital liquidity constraints based on relevant business stress 

scenarios 

 

Key consideration (KC) 3: An FMI should maintain a viable recovery or orderly wind-down plan 

and should hold sufficient liquid net assets funded by equity to implement this plan. At a 

minimum, an FMI should hold liquid net assets funded by equity equal to at least six months of 

current operating expenses. These assets are in addition to resources held to cover participant 

defaults or other risks covered under the financial resources principles. However, equity held 

under international risk-based capital standards can be included where relevant and appropriate 

to avoid duplicate capital requirements. 

As described in Principle 3; KC 4, we maintain a viable orderly wind-down plan which is documented 

in the annual RRW plan.  
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We use applicable regulatory and internal methodologies to determine the level of capital sufficient 

both to protect it on a going concern basis against the risks arising from its activities and to ensure 

an orderly winding-down or restructuring of its activities under a range of stress scenarios.  

Our approach to calculating capital levels makes sure they are sufficient to ensure an orderly 

winding-down or restructuring of our activities over at least 6 months in a range of stress scenarios. 

In its wind-down assessment, we have analysed costs as follows: 

• ongoing operational costs: the cost of maintaining the critical economic functions during the 

wind-down period 

• reduction in operational costs: the rate and extent to which operational costs would reduce 

during the wind-down period 

• extraordinary costs: additional costs that would be incurred during the wind-down period, 

associated with the wind-down 

The orderly wind-down has been stress tested at varying % reductions and even with a 100% 

reduction in revenues. 

 

Key consideration (KC) 4: Assets held to cover general business risk should be of high quality and 

sufficiently liquid in order to allow the FMI to meet its current and projected operating expenses 

under a range of scenarios, including in adverse market conditions. 

As described in KC 2 above, capital adequacy is continuously monitored. We invest our regulatory 

capital, including business risk requirements, either in cash on current account or in highly liquid 

securities. Please refer to Principle 16: Custody and Investment Risks, below.  

 

Key consideration (KC) 5: An FMI should maintain a viable plan for raising additional equity should 

its equity fall close to or below the amount needed. This plan should be approved by the board of 

directors and updated regularly. 

Our plans for raising additional capital, should our equity capital approach or fall below the levels 

required, and for ensuring the orderly winding-down and the restructuring of our operations and 

services where it is unable to raise new capital, are set out in our RRW Plan. 
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Principle 16: Custody and investment risks 
 

An FMI should safeguard its own and its participants’ assets and minimise the risk of loss 

on and delay in access to these assets. An FMI’s investments should be in instruments with 

minimal credit, market, and liquidity risks.  

 

Key consideration (KC) 1: An FMI should hold its own and its participants’ assets at supervised and 

regulated entities that have robust accounting practices, safekeeping procedures, and internal 

controls that fully protect these assets. 

As set out under Principle 11, we provide a high level of protection of securities of our participants 

and those of their clients. We do not own securities in our own name in the CREST system. 

We do not have security interest, lien, right of retention or any similar rights over CREST securities 

and does not use CREST securities that do not belong to it for our own purposes. We cannot use or 

have access to participant assets, except in the case of international securities held in the CREST 

International Service, and then only under a limited set of clearly defined circumstances as set out 

in Chapter 6: Terms and Conditions for International Settlement Links of  the CREST International 

Service Manual, which forms part of the participant contractual arrangements.  

As a systemically important FMI, we are required to have sufficient capital reserves to ensure it is 

adequately protected against operational, legal, custody, investment and business risks so that it 

can continue to provide services on a going concern basis.  

We have established an investment mandate, with specific guidelines, to ensure it continues to 

meet the principles of its investment policy. The mandate ensures assets are held by regulated 

entities that have robust accounting practices, safekeeping procedures and appropriate internal 

controls. 

 

Key consideration (KC) 2: An FMI should have prompt access to its assets and the assets provided 

by participants, when required. 

Pursuant to applicable regulatory requirements set out in CSDR, the principles of our investment 

policy ensure  

We have immediate and unconditional access to cash assets and same day access to financial 

instruments when a decision to liquidate them is taken, with minimal adverse price effect, and 

liquidation of such assets following the standard market settlement cycle (T+2)  

 

Key consideration (KC) 3: An FMI should evaluate and understand its exposures to its custodian 

banks, taking into account the full scope of its relationships with each. 

Our investment mandate incorporates measures to mitigate custody risk. All custodians are 

authorised credit institutions with strong and stable internal Euroclear ratings ( ‘Ea+’) and external 

ratings of ‘A/A+’ complying with UK CSDR RTS Article 83(1) requirements.  
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Procedures are in place for the replacement of the custodian in emergency cases (i.e. rating 

downgrade below A-, incapacity of the depositary to provide adequate and timely services on fund 

assets, breach of interdependency rules as defined below). 

The day-to-day monitoring of investments including bank accounts, and movement of funds 

between bank accounts is carried out under instruction by the EUI Chief Financial Officer (CFO) and 

our Finance Team, by Euroclear SA / NV (ESA) Corporate Finance department. 

This activity is governed by the outsourcing agreement between Euroclear UK & International and 

ESA. The monitoring of ratings forms part of risk management procedures. 

 

Key consideration (KC) 4: An FMI’s investment strategy should be consistent with its overall risk-

management strategy and fully disclosed to its participants, and investments should be secured 

by, or be claims on, high-quality obligors. These investments should allow for quick liquidation 

with little, if any, adverse price effect. 

We make no investments on behalf of clients. Client assets are legally protected against CSD 

creditors, including in case of bankruptcy.  

The strategic objective of our investment policy is to govern the management of our financial 

resources in order to ensure that the investment of such resources meets our operational and 

regulatory requirements. The policy is designed to ensure that any risks relating to capital erosion 

are minimised and that our capital planning needs are met.  

The investment policy is approved by the Board. Our CFO is responsible for its implementation and 

oversight. Through the principles of the investment policy, we distinguish between financial assets 

that it holds in order to meet its regulatory capital requirements (regulatory reserves), and financial 

assets that it holds in excess of those held to meet its regulatory capital requirements (excess 

financial assets). 

The principles, for both regulatory reserves and excess financial assets, and underlying investment 

mandate ensure that we consider:  

• the specific types of financial instruments considered (debt issued or guaranteed by 

government, central banks, supra-nationals etc) 

• the criteria of financial instruments held: freely transferable; diverse; reliable pricing; and low 

credit and market risk  

• the investment approach: low volatility and risk of default 

• the requirements for immediate access to cash and same day access to financial instruments 

• how financial assets are held: At central banks; diversified credit institutions or in authorised 

CSDs to secure acceptable concentration limits  

• how cash is held: Not in term deposits or similar products treated as cash as banks cannot 

commit contractually that terms can be broken unconditionally and on same day 

• the minimum interna4l and external ratings (as set out in KC 3 above) 
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Principle 17: Operational risk 
 

An FMI should identify the plausible sources of operational risk, both internal and external, 

and mitigate their impact through the use of appropriate systems, policies, procedures, 

and controls. Systems should be designed to ensure a high degree of security and 

operational reliability and should have adequate, scalable capacity. Business continuity 

management should aim for timely recovery of operations and fulfilment of the FMI’s 

obligations, including in the event of a wide-scale or major disruption.  

 

Key consideration (KC) 1: An FMI should establish a robust operational risk-management 

framework with appropriate systems, policies, procedures, and controls to identify, monitor, and 

manage operational risks. 

Our ERM framework is designed by the Risk Management division, approved by the Board and 

implemented and operated by our three lines of defence, where each line plays a clear role to 

ensure effective management of the risks.  

We have defined operational risk as the risk of financial loss and or reputational damage resulting 

from inadequate or failed internal processes, people and systems, or from external events. 

Operational Risks are further sub-divided into Level 2 risk categories:  

• Employment practices & workplace safety  

• Clients, products & business practices  

• Execution, delivery & process management  

• Internal fraud  

• External fraud & cyber  

• Business disruption  

• Damage to or loss of physical assets  

• Custody risk 

• Supplier and outsourcing risk 

• Model risk 

 

Policies 

Our Operational Risk Board Policy is one of many policies designed to support our ERM framework. 

It defines the key principles for operational risk and is developed and maintained in accordance with 

market practices and regulatory guidelines for risk management. Those principles are then detailed 

in the Operational Risk Management Policy Handbook and explains how we identify, measure, 

monitor, report on and mitigate our operational risk.  
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It also oversees what is considered as ‘operational risk’, the sources to which they are related, and 

the different categories where they belong. 

Other Board approved policies and supporting policy handbooks for specific types of operational 

risks, include but are not limited to:  

• Information Technology (KC 5) 

• Business continuity (KC 6) 

• Outsourcing and Critical Service Providers (KC 7) 

 

HR related policies, processes and controls  

We have several procedures in place to employ, train and retain qualified personnel, as well as 

mitigate the effects of personnel turnover or over-reliance on key personnel. We recruit candidates 

that match the qualifications, skills, experience and expertise relevant for the vacant position. For 

each type of profile an adequate sourcing strategy is developed. A series of competency -based 

interviews, both by business persons and Human Resources division, ensure a rigorous selection 

process.  

All applicants for employment are subject to pre-employment screening prior to the candidate being 

offered the job. The level or type of screening varies, depending on applicable laws and the degree 

of access that the successful applicant will have to sensitive information. Personnel security 

measures reduce the risks of theft, fraud or misuse of facilities by ensuring that potential employees 

are suitable for their prospective roles.  

Fraud related policies, processes and controls  

Regarding fraud prevention, we have endorsed the Euroclear group Code of conduct and 

implemented policies such a Fraud policy and Speak-Up policy. All staff have been informed on how 

to report any evidence or suspicion of fraudulent activities. Staff must, on a regular basis, follow 

awareness sessions and complete a compliance test including questions related to fraud prevention.  

We have also implemented specific fraud risk related controls, such as physical segregation and 

security on high-risk areas and access badges, controls centred on Information Security including 

password protection, segregation of duties, access management, clear desk policy and endpoint 

security. 

Projects, programmes and change management  

As part of our operational risk management framework, we have defined guidelines – outlined in its 

Portfolio, Project, Program and Change Policy Handbook – for project, programme and change 

management. These guidelines aim to mitigate the risks arising from modifications to operations, 

policies, procedures and controls, enabling a successful business change. These projects, 

programmes and changes can be IT and non-IT related.  

Urgent production fixes in the CREST Settlement System are managed through the incident 

management process, for which dedicated policies and procedures exist. Changes to operational 

applications and their supporting systems and networks are planned, developed and implemented 

in a controlled manner. The system development methodology takes into account the resilience of 

the infrastructure and applications which need to be respected for all critical infrastructure 

components and applications.  
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Quality assurance teams evaluate compliance to these principles and guidelines for projects and 

changes, when required, as part of the production acceptance criteria. IT teams test changes within 

specific environments, depending on the nature of the changes and in line with our software 

development life cycle. IT prepares, reviews and signs-off launch scenarios for any planned change. 

These tests also include, when relevant, penetration tests to minimise cyber risks. 

All policy handbooks are further expanded by the first line of defence into practical implementing 

and operating procedures. 

Identify, monitor and manage 

Risk Identification for all risk types is described in detail under Principle 3, KC 1. Specifically for 

Operational Risk, our Operational Risk Management Policy Handbook provides a number of 

standard identification tools and techniques that the business (f irst line) uses to identify risks, 

including, but not limited to:  

• monitoring performance and risk indicators in the business (e.g., settlement volumes, 

settlement failures, service availability, number of operational incidents, etc.)  

• performing systematic risk assessments of new products or services  

• identification of single points of failures, defined as part of a system people, processes, 

technology, including critical utilities and critical service providers, with no alternative or 

redundancy in place that, if it fails, would result in a critical operation or services being 

stopped  

• recording of incidents, caused, for example, by inadequate or failed processes, people and 

systems, or by external factors 

Once risks have been ranked, the first line assesses how best respond to and control the identified 

risks. This is done through selecting and implementing an appropriate risk response strategy (or 

strategies) and through introducing appropriate controls. The residual risks, resulting from the 

implementation of mitigating actions and controls are then reported and presented for acceptance 

to the relevant bodies as per the applicable governance.  

The first line takes full responsibility for monitoring (e.g., via Key Risk Indicators (KRI) such as system 

uptime) and reporting its risks (e.g., via the PAR process), which enables first line management to 

provide senior management and Board with direct assurance on the effectiveness of the CSD’s risk 

management and internal control arrangements.  

Controls are essential for risk mitigation, and specific key responsibilities are linked to the control 

framework. The effectiveness of our internal controls systems is self-assessed by the first line, 

supported by their review and tests and then further assessed by the second and third lines of 

defence as follows:  

• Risk Management (second line of defence) supports the Board in defining the framework and 

provides independent assessments which may confirm, nuance or disagree with first line 

management’s views  

• Compliance & Ethics (second line of defence): monitors, tests and reports to management on 

controls relating to compliance with laws and regulations and advises on remedial actions  

• Internal Audit (third line of defence) independently reviews and tests the controls. It also 

reports to management about the adequacy and effectiveness of the control environment 
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Our key controls are identified, monitored and regularly assessed. Several processes support senior 

management and board-level governance oversight, examples include the PAR and the RCSA 

processes, described in Principle 3. The three lines of defence assess and follow up operational 

incidents (IT and non-IT) and risks via dedicated databases. The tools dedicated to operational 

incident management, support a standardised workflow for the different steps of the process 

covered by our incident management framework. The effectiveness of our IT Tools (and thus of 

Operational Risk Management tools), controls and procedures at mitigating the impact of 

operational risks is also independently assessed and evidenced in our annual ISAE 3402 report. 

 

Key consideration (KC) 2: An FMI’s board of directors should clearly define the roles and 

responsibilities for addressing operational risk and should endorse the FMI’s operational risk-

management framework. Systems, operational policies, procedures, and controls should be 

reviewed, audited, and tested periodically and after significant changes. 

The Board has ultimate responsibility for overseeing the development of our strategy, agreeing key 

goals (business objectives) and setting risk appetite. The Board must ensure that the company has 

sound risk management and internal control systems in place to help identify, assess and manage 

its risks effectively, including operational risks. 

As described in Principle 2; KC 2 & 3, the Board has a documented governance framework and has 

established committees including the RC and MC, with clear lines of responsibility, to assist and 

advise the Board in matters relating to operational risk. 

Senior management is accountable to the Board for the management of operational risk and has 

set up a specific committee, the Operations and Risk Committee (ROC), to ensure day to day follow 

up. The main role of the ROC is to ensure:  

(i) the follow-up and the monitoring of operational activity  

(ii) the monitoring of the risks’ exposure in relation to operational activities  

(iii) the follow up and monitoring of risks related to changes and evolutions, as they could 

impact existing operations 

 

The ROC is chaired by our Chief Operating Officer (COO) and consists of representatives of 

Operations, Risk Management, Compliance and Internal Audit. The roles, responsibilities and 

composition of the ROC are defined in a formal TOR.  

 

Review, audit and testing  

There are various mechanisms in place to ensure regular review and testing of risk policies and 

procedures, and control systems at large.  

All policies, handbooks and implementing procedures are reviewed as per the frequency indicated 

in the Policy Frameworks and Handbooks (unless an extension is granted), or as needed (due, for 

instance, to changes triggered by regulation, market practices or business evolution). Any review 

findings are reported to line management up to our MC, as the case may be, and recommend 

amendments or additions to Senior management or Board for approval, as appropriate.  

Regular business control and monitoring processes are in place, supporting the adequate and 

effective risk and control environment, in line with policies. The  outcome of control and monitoring 

processes are reported and discussed in management performance meetings at different levels in 

the organisation (from first line meetings and process monitoring to reviews by the ROC and our 

MC.  
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A first line risk and control function facilitate management’s operation of the Enterprise Risk 

Management framework. ‘Risk Champions’ have specific responsibilities to implement and embed 

the risk framework, and provide first line review, challenge and promote risk best practice. They act 

as a conduit between the Risk Management division and the business areas or divisions, with specific 

responsibility for:  

• sample testing of controls and validate if controls are operating as designed and as expected 

to mitigate risk  

• facilitating and documenting output of the annual Risk and Control Self-Assessment (RCSA)  

• helping to develop meaningful KRIs and thresholds to monitor and measure risk appetite  

• creating first line risk reporting which is provided to the governance committees  

• ensuring incidents and other risk event triggers are logged and captured against the risk 

framework to ensure that risks assessments are constantly reviewed, challenged and updated  

• assisting and overseeing the resolution of incidents through action plans  

• helping the first line to be mindful of their risk and control profile and ensure that risk and / or 

control assessment are updated as the business changes over time (new projects and products 

etc.)  

• providing risk education and guidance to the first line teams  

• ensuring the complete implementation and embedding of all risk framework elements within 

the first line 

The risk management framework, including the operational risk management framework, is subject 

to both internal and external audits. The Internal Audit division provides independent assurance on 

the adequacy and effectiveness of the CSD’s system of internal controls. Control testing is 

performed by Internal Audit as part of their annual audit plan and by external auditors, both as part 

of the ISAE 3402 review and in the context of the semi-annual review of the financial statement. 

  

Key consideration (KC) 3: An FMI should have clearly defined operational reliability objectives and 

should have policies in place that are designed to achieve those objectives. 

Our Board defines the strategic goals that set the direction of the company. The MC annually 

proposes a set of draft objectives to the Board for consideration, based on the company’s strategic 

goals corporate vision. The annual objectives include specific items relating to minimum service 

levels, such as service availability and risk management expectations, for example, to further 

increase operational and cyber resilience. 

In terms of quantitative objectives, we aim for 99.8% system uptime for our core services and have 

a system Recovery Time Objective (RTO) of less than two hours in case of major outage.  

From a quality point of view, performance assessments are done on regular basis, review of the 

major incidents/events and seek for continuous improvement through lessons learned exercises.  

Further quality statements can be found in the sets of control obj ectives used and within the 

departments’ own internal process and standards documentation. A quarterly Operational Risk 

Dashboard summarises senior management’s view on the main operational risks through the use of 

quantitative and qualitative risk indicators.  
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Our technology services are supported by Euroclear SA/NV under an outsourcing arrangement and 

a related service delivery plan, which include above mentioned objectives. The service delivery plan 

is reviewed on a yearly basis by our Chief Technology Officer (CTO) and submitted to senior 

management for approval. Besides daily reports on incidents, the performance of Euroclear SA/NV 

is assessed and monitored regularly by our CTO and on a quarterly basis by our MC through the use 

of qualitative and quantitative KPIs which are defined in the service delivery plan and are aligned 

with the CSD’s risk appetite. 

 

Key consideration (KC) 4: An FMI should ensure that it has scalable capacity adequate to handle 

increasing stress volumes and to achieve its service-level objectives. 

Capacity management  

Euroclear SA/NV operates a capacity management process, resulting in a capacity plan and a 

capacity risk matrix for critical IT services.  

Capacity management is in place to ensure that IT capacity meets current and future business 

requirements. There is a continuous monitoring of defined infrastructure services (regular review 

and dashboards) to identify potential issues ahead of time. On the basis of alerting systems, actions 

are taken to increase capacity (or re-balance workload) as thresholds are approaching.  

In a project phase, performance testing is done and based on project needs to ensure an IT 

application is meeting the non-functional requirements (volume, response time, throughput etc.) 

before being launched in production. This testing is also used to size the infrastructure correctly and 

foresee the required capacity. Once launched, a post launch analysis is made to confirm or adapt 

the sizing.  

A capacity risk matrix for critical IT services is provided twice a year to us through the quarterly 

dialogue sessions.  

Capacity monitoring and management are part of the applied ITIL framework and are included in 

the risk-based internal audit universe.  

Address situations nearing/exceeding capacity  

Situations nearing capacity are addressed via the standard monitoring and alerting process, i.e., the 

Incident Management process, to resolve the issue quickly. In case there is a need for in depth root 

cause analysis and a more structural solution, then, the standard problem management process is 

activated. 

  



  

 

64 

 

Key consideration (KC) 5: An FMI should have comprehensive physical and information security 

policies that address all potential vulnerabilities and threats. 

Physical security 

Euroclear adopted a Group Physical Policy Handbook, in line with the ERM Framework. The main 

objective of physical security is to:  

• provide a safe and secure environment in which Euroclear can conduct its business activities  

• protect Euroclear offices, data centres, equipment, information, people and other assets from 

natural and man-made threats  

• prevent, detect and delay unauthorised physical access or damage to Euroclear buildings; 

unauthorised access or damage to the critical systems and information; loss, theft or 

compromise of valuable assets; and disruption to Euroclear operations by ensuring its support 

equipment is properly managed and maintained  

• prevent and limit impact of malicious acts against people  

The policy details the strategic physical security measures that are applied in Euroclear premises 

and, where appropriate, the responsibilities and accountabilities in relation to those measures. 

Detailed minimum standards are outlined in the Physical Security Implementing Procedure which 

are to be applied at all times.  

Euroclear policies and procedures accord with national rules, legislation and best practices.  

Information security 

As a processor of high-volume and high-value transactions and as a guardian of client and market 

sensitive information, we ensure our Information Security Management System (ISMS) is holistic 

and addresses threats to confidentiality, integrity and availability in line with its low-risk appetite 

for operational risks.  

Information security is defined within our Information Security Management System Policy 

handbook as the protection of critical assets, by preserving their:  

• confidentiality - ensuring that unauthorised individuals, entities or processes cannot access 

information assets  

• integrity - safeguarding the accuracy and completeness of information  

• availability - ensuring that information assets are not removed, corrupted, damaged or 

harmed either accidentally or deliberately. Our ISMS Policy handbook provides the principles 

of how the CSD maintains the required level of information security, safeguard their 

information assets, the interest of their key stakeholders, reputation, brand and value -creating 

activities system  

The ISMS policy includes a comprehensive framework for information security to manage the risks 

that it faces from intentional threats (e.g., hacking, intrusions) or accidental events (e.g., natural 

disasters) and covers the four main aspects of information security:  

• people: employees, contractors and others who may in the course of business handle 

information  

• process: information in all forms, computing and communication services 
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• technology: application and system software, development tools and utilities  

• facilities: computer (hardware) and communication equipment and other media required to 

support the processing of information  

Our Information Security Management System is based on market best practices and recognised 

industry standards, such as ISO27001:2013, COBiT and ITIL. It is designed to address information 

security’s legal requirements for financial market infrastructures.  

The ISMS Policy Handbook contains also a specific section related to cyber security. Euroclear 

monitors and manages the cyber threat landscape, regularly reviews and actively mitigates cyber 

risks. 

Together with senior management, the Chief Information Security Officer (CISO) oversees and 

coordinates information security efforts and supports the development of information security 

policies that are consistent with business objectives, risk appetite and the ERM framework. Our MC 

retains responsibility for monitoring and overseeing policies, issues and exceptions that are relevant 

to the company and reports any relevant issues to the Business Resilience and Information Security 

team. 

 

Key consideration (KC) 6: An FMI should have a business continuity plan that addresses events 

posing a significant risk of disrupting operations, including events that could cause a wide-scale 

or major disruption. The plan should incorporate the use of a secondary site and should be 

designed to ensure that critical information technology (IT) systems can resume operations within 

two hours following disruptive events. The plan should be designed to enable the FMI to complete 

settlement by the end of the day of the disruption, even in case of extreme circumstances. The 

FMI should regularly test these arrangements. 

Business Continuity Management Framework 

We have established a Business Continuity Management System (BCMS) to,  operate, monitor, 

review, maintain and improve business continuity. Our BCMS is aligned to market practices, 

applicable regulations and the risk appetite set by the Board. It includes a comprehensive 

framework for business continuity (BC) to manage the risks faced from intentional threats or 

accidental events. 

The BCMS is designed to deliver appropriate levels of resilience in respect of its operations, staff, 

offices, and technical infrastructure. It also seeks to ensure that CSPs maintain similar levels of 

resilience. The BCMS also delivers an incident and crisis management response capability.  

Through the BCMS, we have implemented and maintain a BC and Disaster Recovery (DR) framework 

which aims to:  

• identify all its critical processes that include critical operations and IT systems, complete with a 

minimum service level to be maintained for such operations 

• align with our strategy and objectives to ensure the continuity of operations and systems  

• define and document business continuity arrangements to be applied in the event of an 

emergency or major disruption of our operations to ensure a minimum service level of critical 

functions  
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• identify the Maximum Tolerable Period of Disruption for its critical operations and IT systems 

before intolerable harm is caused to the company, our clients, or the market 

The framework is supported by appropriate policies, testing procedures, training, and related 

activities that are subject to review at least annually and are subject to internal audit and risk 

assessments, and other quality assurance reviews (e.g., ISAE3402 report). Findings of our Internal 

Audit reviews are reported to the Board via the AC. 

The BC Strategy Board Policy sets out our commitment to business continuity, objectives, key 

principles, and responsibilities, which includes principles to support the completion of settlement 

by the end of each business day and sets the recovery time objective (RTO) for critical operations at 

two hours. The BC Strategy Board Policy also sets out the high-level strategy for achieving BC policy 

objectives.  

The Business Continuity Management (BCM) Policy Handbook describes the activities and processes 

required to successfully implement, monitor, and continuously improve our business continuity 

capability. 

Procedures and checklists are maintained and made available in various ways to enable that all 

involved staff (including members of the MC or of the Board) can perform effective management 

and control of the services at all times, also in case of emergency. Standard introductory training for 

new Euroclear staff explicitly covers business continuity in general and personal responsibilities. BCP 

awareness updates, exercises and training are provided at a minimum on an annual basis to all 

Euroclear group staff, using different communication channels and tools.  

Design of the Business Continuity Plan (BCP) 

We establish, implement and maintain BCPs and procedures that enable our staff to execute the 

business continuity strategy.  

Business Impact Analysis (BIA) determines the impact of loss, interruption, or disruption to our 

services and determines our business continuity requirements for the disaster scenarios in the scope 

of the BC Policy and BCPs. The analysis considers both the short and long-term effects of an incident 

and identifies dependencies on/single points of failure related to staff, information, technology, and 

facilities. 

The BIA identifies the maximum period that an IT system may be unavailable before the 2hr RTO for 

the critical economic function or important business services is breached, or the maximum period 

that an IT system may be unavailable before it is no-longer possible to ensure that settlement is 

completed by the end of the business day, or that all the positions are identified with certainty in a 

timely manner. 

Business continuity strategies are reviewed on an annual basis to ensure the y are the most suitable 

strategy available to us and are fit-for-purpose. Annual Business Continuity Threat Assessments are 

completed to identify the changes to global threats and vulnerabilities that both us, outsourced 

service providers, suppliers and our clients may be exposed to, and to determine a list of extreme-

but-plausible disaster scenarios against which our BC strategies will be assessed. 

The BCP is designed to foresee that IT systems can resume operations within two hours and includes 

all reasonable steps to ensure that settlement is completed by the end of the business day even in 

case of a disruption. Our approach to infrastructure resilience encompasses a ‘no single point of 

failure’ approach for all of our IT components.  
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BCP plans provide sufficient information for its own staff to respond adequately and timely to 

incident affecting its own capability to deliver its services (lack of staff, office unavailability, IT 

system disruption, etc.). It encompasses:  

• response, procedures, and tools to maintain a minimal service during the incident  

• recovery processes and tools designed to return to normal operations following an incident or 

a disaster  

• critical contact information of team members, suppliers, clients, third parties which are 

required to deliver departmental/divisional services  

• interdependencies with other divisions/departments for delivering its services 

Incident and crisis management  

To ensure a systematic and coordinated response to unexpected events, we operate a three-tiered 

incident/crisis management structure; Bronze; Silver (and X-Silver) and Gold, to support the 

escalation process and to deal with operational, tactical, and strategic issues respectively.  

Communication to internal and external parties during and after an incide nt or crisis forms an 

essential part of the response. The Crisis and/or incident Management teams (depending on the 

nature of the issue) are required to assess the need for communication to clients, internal staff, 

supervisory authorities and in case of Gold to the press.  

Client communication is to be initiated as soon as possible. Broadcast messages – are distributed 

via the CREST system using the standard messaging protocols (File Transfer and Graphical User 

Interface, GUI) and can be retrieved by all participants. CREST alerts – are sent via email to 

participants subscribed to receive them.  

Participants can subscribe to receive CREST alerts using the Operational news subscription app on 

my.euroclear.com.  

On the Business Continuity Arrangements section of my.euroclear.com participants will also have 

access to our business continuity arrangements including information on: CREST diary events; Non-

Standard CREST Closure (NSCC); Long Term Outages (LTOs); Gilt only settlement and Input and 

Enquiry functionality. 

Secondary processing site and office recovery 

Remote connectivity capability (teleworking) has been formally integrated into BCP planning. Acting 

as secondary processing sites, teleworking ensures a complete and appropriate service delivery. All 

staff have access to sufficient resources and technical capabilities to perform critical operations 

within the recovery time objective. The infrastructure has proven its effectiveness during the 

Pandemic.  

Teleworking ensures all secondary processing sites are located at a geographical distance from the 

primary processing site, preventing them from being affected by an event affecting the primary 

processing site. Business resumption is tested on a regular basis to make sure that in case one site 

is unavailable, all critical activities can be operated from another site.  
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System resilience  

The system development methodology adopted by the IT division includes principles and guidelines 

about resilience of the infrastructure and applications which need to be respected for all critical 

infrastructure components and applications. Compliance with these principles and guide lines is 

evaluated for every project or change as part of the production acceptance criteria.  

The core processing systems and networks are designed to provide resilience through the use of 

mechanisms including mirroring (synchronous) of production data, the use of fault tolerant 

computers or resolving single points of failure. The Euroclear group has three data centres (DC):  

• two data centres (DC1 and DC2) provide real-time synchronised data mirroring and act as the 

primary and secondary data centre. The distance between these two data centres is sufficient 

to prevent that the secondary site is affected by an event affecting the primary site  

• a third geographically remote data centre (DC3) receives asynchronously replicated data. It 

allows recovery of critical services in a few hours in the event of a regional disaster affecting 

both other data centres (like a coordinated attack or a natural disaster)  

The synchronous replication between DC1 and DC2 ensures there is no possibility of data loss. The 

third data centre receives asynchronously replicated data. In the extreme case that both dual data 

processing sites would fail, a data loss of less than one minute (dependent on system volumes at 

time of failure and excluding rolling disaster) could occur. The company has developed Data Loss 

Response plans to apply in order to minimise the impact of data loss whilst aiming to resume 

computerised operations in a time period which does not cause unnecessary strain on market 

stability.  

Review and testing  

To ensure that business continuity procedures are consistent with our business continuity objectives, 

all components of our BCMS are tested at planned intervals and at least once a year. In addition, 

testing and review are performed after substantive changes or after Silver crises to ensure that the 

lessons are learned and our response remains appropriate.  

After each test, a post-testing review is performed where success criteria are measured against pre-

defined objectives before each test. Results of all testing are reported to the ROC for their follow-

up action, where necessary. The performance of the BCMS is monitored by the ROC and by the RC.  

 

Key consideration (KC) 7: An FMI should identify, monitor, and manage the risks that key 

participants, other FMIs, and service and utility providers might pose to its operations. In addition, 

an FMI should identify, monitor, and manage the risks its operations might pose to other FMIs. 

We recognise the importance of managing operational risks as an FMI and has developed and 

implemented a risk management framework to identify, monitor, manage and report on all sources 

of operational risk to its core CSD services and Critical Economic Functions.  

We have developed policies and procedures to ensure that risks emerging from key participants, 

service and utility providers, and other CSDs or other market infrastructures (CCPs, payment 

systems and trading venues) are appropriately identified, monitored, managed and reported. 

Within its operations, we have an established Service Partner Oversight team with the mandate to 

identify, measure, monitor and report on key participants and CSPs.  
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Key Participants and CSPs 

Entities classified as either a Key Participant or a CSP are considered to pose the highest risk to the 

company and therefore to financial stability more generally. CSPs are classified as those providers 

who support one or more of the Critical Economic Functions above, and whose own failure could 

have an adverse material impact on financial stability. 

Key participants are identified based on their transaction volumes and values, material 

dependencies with their underlying clients, and their potential impact on other participants and the 

CREST system in the event of an operational problem. 

CSPs and key participants are obliged to participate in an annual risk assessment and continuous 

monitoring takes place throughout the year. Outcomes from the risk assessments, together with 

proposed mitigating actions, are presented to the ROC and MC. In addition, CSPs must attend formal 

quarterly service review meetings. 

IT services  

Our IT services have been outsourced to Euroclear SA/NV, acting as a service provider. The 

relationship with the provider is defined in a formal agreement including service level agreements. 

Service delivery is reviewed on a regular basis through qualitative and quantitative KPIs. Corrective 

actions are requested when the agreed KPIs are not met.  

Other FMIs 

We maintain arrangements with two linked CSDs (DTCC and Euroclear Bank). Whilst these have not 

been classified as CSPs (due to the fact the international service does not form part of our Critical 

Economic Functions), they are subject to a separate risk assessment process, described under 

Principle 20: FMI Links.  

We also have established links with two central bank payments systems (BoE and the Federal 

Reserve Bank of New York). These have not been classified as CSPs but are considered other key 

market infrastructures. See Principle 12: DVP for further detail.  

Risk posed to other FMIs  

The risks that Euroclear UK & International bears from or poses to other FMIs are identified and 

assessed under the principles set out in the ERM Framework Policy Handbook and in the Systemic 

Risk Policy Handbook. Processes under the systemic risk framework are mentioned also in Principle 

3: Risk. In terms of business continuity, the BCP test scenarios include testing with CSP’s, Key 

Participants and other interdependent FMIs. We also host a biennial market-wide exercise (most 

recently in May 2022) to ensure that all service providers and clients are aware of the actions that 

they should undertake in the event of a significant CREST system outage. Additionally, we 

participate in the market-wide exercises coordinated by the BoE, to ensure our response is 

consistent with others in the financial sector. The objective is to test the financial stability in the 

market.  

BCM ensures that arrangements with other CSDs or market infrastructures are robust and designed 

to minimise risks. The effectiveness of these tests is reported to the management and formally 

presented to the ROC. 

 

 



  

 

70 

 

Principle 18: Access and participation requirements 
 

An FMI should have objective, risk-based, and publicly disclosed criteria for participation, 

which permit fair and open access. 

 

Key consideration (KC) 1: An FMI should allow for fair and open access to its services, including by 

direct and, where relevant, indirect participants and other FMIs, based on reasonable risk-related 

participation requirements. 

The admission criteria for participants are set out in CREST Rules 1, 16, and 16A (as well as in the 

requirements of the CREST Terms and Conditions). 

Our requirements for participation are transparent, objective and non-discriminatory and allow fair 

and open access to the CREST system for both corporate entities and private individuals.  

The criteria are designed to ensure that all applicants, have the means to securely connect to the 

CREST system and are, where applicable, equipped with a payments capability to enable DvP 

settlement of transactions and have the required legal/regulatory capacity to ensure an orderly 

market and our legal capability to effectively enforce our Terms and Conditions. 

Corporate entities that wish to settle their securities transactions and hold securities in the CREST 

system have two main options:  

1. become a member that directly connects to the CREST system - direct members are required 

to invest in hardware and software to connect directly to the CREST system through a gateway 

supplied by one of the accredited CREST network providers. This allows them to exchange 

electronic messages and operate as a user in the CREST system where they will need technical 

connectivity to the CREST system (with the option of offering this connectivity service by 

acting as a sponsor for other CREST system clients) or  

2. become a sponsored member, where they do not have a direct connection to the CREST 

system but interface to the CREST system via an existing CREST sponsor   

Where relevant, applicants have the option to apply for other CREST system functionality, such as 

to be admitted to CREST as a settlement bank, registrar, CCP, trading venue and/or and CSD (where 

the applicant carries on that business activity outside of the CREST system). The admission process 

for these business functions will follow similar steps as set out in the admission guidelines but be 

required to adhere to a specific set of requirements.  

Private individuals wishing to become a client have two options:  

1. open a CREST Personal Member account in their own name with a stockbroker (corporate 

entity) 

2.  transfer their securities into a nominee account with a stockbroker or bank, where they are 

potentially held with the assets of other clients 

Both types of member are the legal owners of the securities recorded in our system.  
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All new clients, and existing clients looking to open an additional membership, must complete a 

Client Due Diligence Questionnaire. We will use the information provided to undertake, in 

accordance with CSDR and in compliance with Anti-Money Laundering (AML)/Counter Terrorist 

Financing (CTF) and sanction laws and regulations, a comprehensive risk assessment; this will allow 

us to determine the appropriate level of due diligence it needs to undertake.  

 

Key consideration (KC) 2: An FMI’s participation requirements should be justified in terms of the 

safety and efficiency of the FMI and the markets it serves, be tailored to and commensurate with 

the FMI’s specific risks and be publicly disclosed. Subject to maintaining acceptable risk control 

standards, an FMI should endeavour to set requirements that have the least-restrictive impact on 

access that circumstances permit. 

We recognise the importance of transparency and the need for publicly disclosed participation 

criteria. These criteria ensure fair and open access and have regard to financial market stability. We 

ensure prompt processing of access requests from applicants. The admission process is designed to 

ensure due regard for financial stability and orderliness of markets.  

The admission of a corporate entity to the CREST system is subject to the successful completion of 

all relevant stages of our admission process set out in the EUI Quick Guide to CREST Membership 

and supporting Eligibility Criteria for Participation in the CREST System – Corporate Entities.  

Within that process, there are objective criteria to ensure the safety and efficiency of the CREST 

system, and to which are proportionate to its risk appetite, which must be satisfied by all applicants, 

ensuring fair and open access. Criteria includes: 

• a requirement to be a legal or natural person able to hold legal title to securities 

• a requirement to have the capability to connect and electronically communicate with the 

CREST system either directly or indirectly using the services of a third-party Access Provider. 

This choice allows smaller CREST participants the ability to access the CREST system without 

the cost of developing and maintaining technical equipment and infrastructure  

• a requirement to be bound by the legal and regulatory provisions of the relevant Admission 

Agreement, which includes the relevant CREST Terms and Conditions and the CREST Manual 

(including the CREST Rules) 

• a requirement to confirm regulatory status (depending on member type) 

Our admission criteria are transparent, objective and non-discriminatory and are publicly disclosed 

on our website including, but not limited to, the CREST Manual and the participant/user’s applicable 

terms and conditions.  This ensures fair and open access to the CREST system whilst maintaining the 

systemic and financial integrity and orderly operation of the CREST system to UK market as a whole.   

We set risk-related admission criteria to control the risks that could arise from our clients. The risk 

assessment reviews the legal, operational, compliance and financial risks associated with accepting 

the applicant. 

To satisfy these objectives, we operate a risk assessment framework to address risks associated with 

its legal, operational and financial exposures.  

  



  

 

72 

 

In addition, we undertake an AML CTF and Sanctions risk assessment of each new applicant and 

refreshes this on a risk-based approach for existing business on an on-going basis. This assessment, 

forms part of the objective basis for acceptance or rejection and provides a risk rating of each 

prospective/on-going relationship.  

Sponsors, registrars and payment banks (and certain other participants) have their own terms and 

conditions, in line with the CREST functions they access. As stated in CREST Rule 16, a prospective 

CREST settlement bank has to meet our participation criteria, and the requirements set by the 

existing CREST settlement banks as applicable. Participation as a CREST settlement bank is also 

subject to the determination of the Bank. 

EUI’s Quick Guide to CREST Membership and Eligibility Criteria for Participation in the CREST System 

– Corporate Entities are publicly available on our website.  All related CREST admission documents 

including the Client Due Diligence Questionnaire can be found on the Membership and Admission 

section of my.euroclear.com. 

Key consideration (KC) 3: An FMI should monitor compliance with its participation requirements 

on an ongoing basis and have clearly defined and publicly disclosed procedures for facilitating the 

suspension and orderly exit of a participant that breaches, or no longer meets, the participation 

requirements. 

A set out in KC 2 above, we set risk-related admission criteria to control the risks that could arise 

from our clients. These criteria are aligned to promote compliance with CREST rules and relevant 

requirements in the CSDR and AML, CTF and applicable sanctions laws and regulations in in 

accordance with our AML, CTF and Sanctions Policy Handbook, we ensure as part of the client risk 

assessment framework, that participants continue to meet these admission criteria on an on-going 

basis. 

 
Participants and users are required, under the relevant contractual documentation, to advise us of 
any material event or change that would impact the information they supplied as part of their 
application, or which could affect their ability to comply with the admission criteria. This includes 
material changes of ownership, regulatory status and corporate restructuring initiatives such as 
mergers and changes of legal name or form. 
 
Our ongoing monitoring frameworks consist of automated and manual checks and those conducted 
on a periodic basis.  
 
Periodic monitoring includes on-going client due diligence risk-based client re-assessments based 
upon risk rating and operational and relationship management contact between the participant and 
our Commercial and Operations staff. 
 
The CREST Rules and the CREST Terms and Conditions clearly set out powers to facilitate the 
suspension and orderly exit of client in breach of their obligations. Reasons for 
suspension/termination include where the participant:  
 

• has or is likely to breach our terms and conditions and/or other contractual obligations 

• is or is likely to be subject to insolvency proceedings  

• no longer has adequate means of connectivity to the CREST system  

• no longer has valid payment arrangements  
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• in our opinion, continued participation could be disruptive and/or compromise the integrity of 

the CREST system 

 
When a participant is no longer compliant with our admission criteria or its continued participation 

falls outside of our risk appetite, appropriate actions will be taken dependent upon the specific 

circumstances. This may include, but is not limited to, notification of a grace period to achieve 

compliance with the admission criteria or notice that participation will be disabled or terminated.  

The procedure to remove a participant takes account of the need to ensure an orderly exit which 
minimises the impact on other participants and the CREST system as a whole. We will assess the 
impact of outstanding securities positions and open transactions with the objective of a controlled 
closeout. We will provide a written explanation for a disablement or termination. Participants may 
appeal within one month from the receipt of the final decision to terminate its participation. 
 
This course of action is only taken in line with the procedures described in the Removal of Access 
Procedure or the Default Procedures, with all such decisions duly justified and evidenced.  
 
The CREST Rules (Part III: Appeals procedures, Section 1: Appeals) set out the appeals process that 
can be invoked by a Client if they wish to appeal against any decision which we have taken, or 
proposes to take, in respect of the enforcement of any CREST Rule. 
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Principle 19: Tiered participation arrangements 
 

An FMI should identify, monitor, and manage the material risks to the FMI arising from 

tiered participation arrangements.  

 

Key consideration (KC) 1: An FMI should ensure that its rules, procedures, and agreements allow 

it to gather basic information about indirect participation in order to identify, monitor, and 

manage any material risks to the FMI arising from such tiered participation arrangements. 

As detailed in Principle 18, our rules, procedures and agreements are transparent, objective and 

non-discriminatory. The terms and conditions of agreements with participants, specify that certain 

services we provide are dependent upon the provision of information to us by third parties. Section 

3 of the CREST Reference Manual details the various types of external data it receives and how it is 

used.  

This Principle is addressed from the perspective of CREST settlement banks and the CREST 

participants they support. Our Service Partner Oversight team gather daily information on 

transaction value and liquidity flow in order to identify and monitor potential risks arising from 

tiered participation arrangements.  

We currently are not involved in, and no rights to collect information regarding, the relationships, 

business activities and credit arrangements between CREST members and their underlying clients. 

 

Key consideration (KC) 2: An FMI should identify material dependencies between direct and 

indirect participants that might affect the FMI. 

As outlined under Principle 17: Operational Risk KC 7, we have an established Service Partner 

Oversight team with the mandate to identify, measure, monitor and report on potential risks 

emerging from key participants. 

Key participants are identified based on their transaction volumes and values, material 

dependencies with their underlying clients, and their potential impact on other participants and the 

CREST system in the event of an operational problem. 

The integration of our key participant framework allows it to identify and monitor the material 

dependencies between direct and indirect participants and potential exposure on settlement banks. 
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Key consideration (KC) 3: An FMI should identify indirect participants responsible for a significant 

proportion of transactions processed by the FMI and indirect participants whose transaction 

volumes or values are large relative to the capacity of the direct participants through which they 

access the FMI in order to manage the risks arising from these transactions. 

As outlined under KC 1 and in accordance with the terms of our participant agreements, we use a 

specific suite of system identifiers to gather and analyse daily information on participant transaction 

values and liquidity flow (‘Tiering Data’). Specific parameters have been set to help impact assess 

our participants in terms of settlement bank exposure and transactional value and include: 

• participants must have an average daily cash flow of over GBP 1 billion and 

• participants must be accountable for over ten percent of the daily bank flow of their relevant 

payment bank 

• they must also not be operating on behalf of the payment bank itself  

These parameters allow us to identify participants with the largest impact on payment bank capacity 

and whether their dependency on the settlement, may have become systemic, suggesting the 

participant should consider operating as a direct payment bank in its own right.  

 

Key consideration (KC) 4: An FMI should regularly review risks arising from tiered participation 

arrangements and should take mitigating action when appropriate. 

Tiering data is analysed by our Service Partner Oversight team on a monthly basis and reported to 

senior management every quarter. Potential risks arising from tiered participation arrangements 

are raised directly with the participant and associated payment bank in order to agree appropriate 

mitigating actions. 

A monthly tiering report is also shared with our regulator.  
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Principle 20: FMI links 
 

An FMI that establishes a link with one or more FMIs should identify, monitor, and manage 

link-related risks.  

 

Key consideration (KC) 1: Before entering into a link arrangement and on an ongoing basis once 

the link is established, an FMI should identify, monitor, and manage all potential sources of risk 

arising from the link arrangement. Link arrangements should be designed such that each FMI is 

able to observe the other principles in this report. 

The CREST system has direct FoP links with two international CSDs that support the CREST 

International Service – Euroclear Bank SA/NV in Belgium and the Depository Trust Corporation (DTC) 

in the United States. 

We recognise that risks are inherent to the establishment of a CSD link and that these need to be 

identified, assessed, monitored, managed and reported before entering into such an arrangement 

and throughout the duration of its operation. 

Annual due diligence and risk assessments are undertaken on each of the CSD link arrangements 

and include a detailed review of the service itself, as well as a review of activity levels across the link 

and an analysis of any incidents which impacted the operation of the link since the previous 

assessment. The assessments also incorporate an analysis of a wide array of risks that are inherent 

to the operation of the CSD link and also, where appropriate, any mitigating actions undertaken 

either by us or the linked CSD. 

Links arrangements are set out in the CREST International Manual, which forms a part of the CREST 

Manual and are subject to specific terms and conditions. 

 

Key Consideration (KC) 2: A link should have a well-founded legal basis, in all relevant jurisdictions, 

that supports its design and provides adequate protection to the FMIs involved in the link. 

As set out in detail under Principle 1: Legal Risk, we have a well-founded legal basis and have 

designed our rules, procedures and contracts so that they are enforceable in all relevant 

jurisdictions.  

When assessing the risks, we also review the adequacy of the protection afforded to the linked CSDs 

and their participants and that the contractual arrangements underpinning the links appropriately 

set out the respective rights and obligations of both the CSDs and, where necessary, their 

participants. 

We have obtained legal opinions in relation to the validity and enforceability of its arrangements 

through the operation of these links. This provides an opportunity for any potential conflicts of law 

or other issues to be identified and analysed. 
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Key consideration (KC) 3: Linked CSDs should measure, monitor, and manage the credit and 

liquidity risks arising from each other. Any credit extensions between CSDs should be covered 

fully with high-quality collateral and be subject to limits. 

Credit and liquidity are not extended by or to us by the CSDs with which it has links. 

 

Key consideration (KC) 4: Provisional transfers of securities between linked CSDs should be 

prohibited or, at a minimum, the retransfer of provisionally transferred securities should be 

prohibited prior to the transfer becoming final. 

There are no provisional transfers within any of the links, and consequently all transfers into or out 

of the CREST system via these links are final and irrevocable. 

 

Key consideration (KC) 5: An investor CSD should only establish a link with an issuer CSD if the 

arrangement provides a high level of protection for the rights of the investor CSD’s participants.  

Links arrangements are described in the CREST International Manual, which forms a part of the 

CREST Manual.   

We conduct legal due diligence before establishing a link. Establishing when transactions are final is 

a central element of this process, as well as operational and risk management issues.   

 

Key consideration (KC) 6: An investor CSD that uses an intermediary to operate a link with an 

issuer CSD should measure, monitor, and manage the additional risks (including custody, credit, 

legal, and operational risks) arising from the use of the intermediary. 

We participate directly (through the use of wholly owned subsidiaries) in the two CSDs with which 

it has links. 

 

Key consideration (KC) 7, 8 and 9 are not applicable to Euroclear UK & International 
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Principle 21: Efficiency and effectiveness 
 

An FMI should be efficient and effective in meeting the requirements of its participants 

and the markets it serves. 

 

Key consideration (KC) 1: An FMI should be designed to meet the needs of its participants and the 

markets it serves, in particular, with regard to choice of a clearing and settlement arrangement; 

operating structure; scope of products cleared, settled, or recorded; and use of technology and 

procedures. 

As detailed in Principle 2, our mission is to be a trusted and agile FMI, providing highly resilient core 

CSD and related post-trade services that support the securities markets and enable our clients to be 

more efficient and manage their risks.  

As set out in the general description of the company earlier in this document, we offer a choice of 

core CSD services (DvP settlement, notary and maintenance) in domestic and international 

securities and a wide range of non-banking type ancillary services.  

These services, as described under Principle 1: Legal Risk, and Principle 11: CSDs, are supported by 

a robust risk management framework and a well-founded, transparent and enforceable legal basis 

that provide client asset protection and appropriate segregation including when required, between 

the client and its own underlying clients.  

Principle 23: Communication Procedures and Standards details the communication channels 

available to clients and Principle 18: Access and Participation Requirements explains how we allow 

for fair and open access to its services. We have adopted clear and comprehensive rules, key 

procedures and tariff arrangements that are fully disclosed to its participants. 

We aim to maintain satisfaction of its client base and enhance the quality of services. We have laid 

foundations for a longer-term business model post-Brexit, through investments that prioritise 

operational resilience and enhance existing and add new products and services in support of 

efficient, and competitive capital markets. 

Targeting these objectives and engaging with our participants and the markets we serve, we are, as 

appropriate, leading and contributing to the ongoing public policy debate on the future regulatory, 

legal and supervisory environment for UK capital markets.  
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Key consideration (KC) 2: An FMI should have clearly defined goals and objectives that are 

measurable and achievable, such as in the areas of minimum service levels, risk-management 

expectations, and business priorities. 

We have clearly defined long-term strategic goals and annually sets clear, measurable and 

achievable objectives to guide the organisation in the delivery of its services to our clients.  

The goals and objectives are proposed by the MC and reviewed by the Board and supported by a 

robust Risk Appetite Framework. Management also has individual objectives that reflect their role 

and responsibilities and their teams’ key deliverables. Business objectives are cascaded down to all 

divisions and incorporated within individual staff performance objectives.  

In line with our corporate strategy of being a systemically important resilient and robust 

infrastructure at the heart of the financial industry ecosystem, business objectives include  safety 

and efficiency elements such as system up time; risk reduction initiatives (including cyber); and 

initiatives to enhance operational processes. 

Objectives are closely monitored by management and regular status updates are given to the Board. 

The objectives are translated into KPIs with measurable targets. The setting of these KPIs is 

discussed and agreed on by the MC and the supporting divisions responsible for the delivery of the 

KPIs.  

We outsource a number of services to its parent company, Euroclear SA/NV, which acts as the group 

shared service provider. Our objectives include the arrangement and subsequent oversight of the 

provision of shared services which are documented in the Shared Services Agreement and Inter-

company Description and Execution Agreements respectively.  

We set qualitative and quantitative targets and specific KPIs for the provision of shared services in 

a Service Delivery Plan.  

 

Key consideration (KC) 3: An FMI should have established mechanisms for the regular review of 

its efficiency and effectiveness. 

The company’s efficiency and the effectiveness is measured and regularly reviewed at different 

levels.  

As described under Principle 2: Governance, the Board as governing body evaluates its performance 

and effectiveness annually in accordance with the Board TOR to ensure it has the necessary 

framework in place within which to make decisions effectively.  

In addition to the Board’s annual effectiveness rev iew, an annual performance appraisal is carried 

out in respect of each of the Board members (including the Chair) and an annual review of the 

Board’s skills and Board /Board Committee composition is undertaken.  In parallel, we undertake an 

annual performance review to assess MC progress against each business objective in accordance 

with the Risk Appetite Framework.  

Principle 2 also describes the importance of the long-established UK User Committee and the role 

it plays to give feedback to us on key issues that impact users. The Committee receives information 

on incidents, relevant audits and planned changes, allowing users to voice feedback on the 

company’s efficiency and effectiveness. 

The TOR of the UK User Committee is publicly available on www.euroclear.com. 

file://///group.euroclear.com/UserShare/USR_Store/esdetb/Temp/www.euroclear.com
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At the forefront is the continuous bilateral engagements with our clients and business specific 

engagements, managed by our Commercial, Product and Service Partner Oversight teams. 

Engagement channels include client specific service review meetings; a Strategic Client Group; the 

Settlement Bank Committee; Registrar forums; the Cross-Market Business Contingency Group 

(CMBCG); the Cross-Market Operational Resilience Group (CMORG) and service review meetings 

with RTGS and Communication providers. These various channels allow us to focus on specific areas 

of service, resilience, client needs, market trends and key priorities.  

On an annual basis, we conduct a survey with our clients. This survey enables us to assess client 

satisfaction with existing services including settlement efficiency and availability, membership 

processing, and corporate action processing. The responses are collated, assessed and used to 

target specific areas of enhancements and/or evaluate demand for new service areas.  

All significant developments and changes to systems, services, rules, terms and conditions and tariff 

are discussed with relevant clients and other stakeholders and where relevant subject to public 

consultations. 

In compliance with CSDR, we have implemented a dedicated ‘complaint section’ on the public 

website and on my.euroclear.com, to provide clients with a channel to convey any complaints they 

may have about our services to us and if required to the Bank as our supervisory authority. Any 

complaints received are handled with due care and timeliness, in line with the Complaints Handling 

Policy Handbook. 

In addition to the above, we are active in a number of UK and International trade associations 

including: PIMFA, CityUK, ECSDA, AFME, CBI and the Investment Association. Our participation in 

these groups allows us to voice and be informed by client/market needs and concerns.  
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Principle 22: Communication procedures and 

standards 
 

An FMI should use, or at a minimum accommodate, relevant internationally accepted 

communication procedures and standards in order to facilitate efficient payment, 

clearing, settlement, and recording.  

 

Key consideration (KC) 1: An FMI should use, or at a minimum accommodate, internationally 

accepted communication procedures and standards. 

In operating the CREST system, we recognise the importance of the communications procedures 

and standards it utilises to facilitate the efficient recording and settlement of transactions.  

Communication Procedures with Participants 

As set out under Principle 18: Access and Participant Requirements, participants can communicate 

with the CREST system either directly, through their own connection as a Direct Member, or 

indirectly, utilising the connectivity of a third party that acts as a Sponsor. In either scenario, 

participants can use the following messaging standards:  

• File Transfer - the main method of connection for high-volume users 

• ISO 15022 - standard messaging for core settlement instructions 

• Graphical User Interface (GUI) - providing real-time access 

 
Each user or Sponsor communicates with the CREST system through one or more Gateway 

computers. Gateways are supplied by the relevant network service provider (BT Settlenet or SWIFT 

CRNET).  

These networks have been accredited by us as compliant with our Network and Security Systems 

Requirements Specification (NSSRS). These requirements were developed to ensure that the CREST 

system complied with the relevant CREST Regulations in jurisdictions in which we operate (UK, 

Jersey, Guernsey and the Isle of Man) and that the messages are compliant with the requirements 

of the USRs, including Properly Authenticated Dematerialised Instructions (PADI).  

With other Market Infrastructures 

The choice of methods of communication is between the accredited networks (as noted above), the 

global SWIFT FIN network (for linked CSDs) and dedicated point-to-point links. The method used is 

dependent upon the requirements of the relevant market infrastructure and how it allows them to 

process the recording and settlement of, and payment for, transactions efficiently. 

  

https://my.euroclear.com/eui/en/reference/connectivity/crest-system-connectivity/file-transfer.html
https://my.euroclear.com/eui/en/reference/connectivity/crest-system-connectivity/iso-standard-interface.html
https://my.euroclear.com/eui/en/reference/connectivity/crest-system-connectivity/crest-graphical-user-interface--gui-.html
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Standards for messaging  

International Open Message Standards: Participants can communicate with the CREST system via 

two communication methods. One is via an ISO 15022 compliant interface. The ISO 15022 

messaging interface provides functionality in respect of settlement, reconciliation and corporate 

actions. New ISO 15022 messages are introduced to the CREST system as new functionality is 

implemented. Similarly, new ISO 15022 messages, that are created and released by SWIFT on an 

annual basis, which support the existing functionality of the CREST system, are also implemented as 

they are released. 

We regularly review our strategy regarding the use of open international messaging standards for 

all functionality and will review its communication methods as messaging standards develop e.g., 

ISO 20022. 

File Transfer Standards: In addition to the ISO messaging standards described above, a file -based 

data exchange mechanism is available to participants. The CREST File Transfer (FT) messaging, which 

is based on ISO 7775 standard, is used by a large number of domestic and international participants 

in the CREST system and is supported by a number of software houses who provide back-office 

systems to participants. 

CREST FT messaging is typically used for high-volume activities where participants are required to 

interact with the CREST system. Similar to ISO 15022, CREST FT provides full straight-through 

processing. CREST FT facilitates the full range of functionality in the CREST system and, similarly to 

the ISO 15022 messaging, is regularly upgraded to meet new market requirements.  

Further information on the above messaging standards can be found on the CREST System 

Connectivity section of my.euroclear.com. 
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Principle 23: Disclosure of rules, key procedures, and 

market data 
 

An FMI should have clear and comprehensive rules and procedures and should provide 

sufficient information to enable participants to have an accurate understanding of the 

risks, fees, and other material costs they incur by participating in the FMI. All relevant 

rules and key procedures should be publicly disclosed. 

 

Key consideration (KC) 1: An FMI should adopt clear and comprehensive rules and procedures that 

are fully disclosed to participants. Relevant rules and key procedures should also be publicly 

disclosed. 

As set out in Principle 1: Legal Risks and referenced as indicated throughout this document, our 

rules, key procedures; including Committee TOR, tariff and contracts are publicly available on 

my.euroclear.com. 

Relevant and material amendments to our rules are subject to consultation with participants and 

our regulator, giving the opportunity for input in relation to clarity and understanding. 

The processes for making changes to the CREST Manual, CREST Rules and CREST Terms and 

Conditions are set out in the CREST Manual and the CREST Terms and Conditions. 

 

Key consideration (KC) 2: An FMI should disclose clear descriptions of the system’s design and 

operations, as well as the FMI’s and participants’ rights and obligations, so that participants can 

assess the risks they would incur by participating in the FMI. 

The design and operational processes of the CREST system are contained in the CREST Manual as 

referred to in the agreements entered into by users, participants and issuers. The CREST Manual 

consists of the following:  

• CREST Reference Manual (describing the operation of the CREST system and CREST services)  

• CREST Central Counterparty Service Manual (describing the CREST Central Counterparty 

Service)  

• CREST International Manual (describing the CREST International Settlement Links Service)  

• CREST Rules (describing application and appeals procedures for securities and participants)  

• CCSS Operations Manual (describing the CREST Courier and Sorting Service)  

• CREST Glossary of Terms 

Information on rights, obligations and risks of participants are set out in the CREST Manual and the 

CREST Terms and Conditions. 
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Key consideration (KC) 3: An FMI should provide all necessary and appropriate documentation 

and training to facilitate participants’ understanding of the FMI’s rules and procedures and the 

risks they face from participating in the FMI. 

We provide training in support of its settlement services. We offer a range of classroom-based 

courses and online courses. These are complemented by regular newsletters, brochures and other 

material published regarding specific topics to promote adequate understanding of its rules and 

procedures as well as the risk they may face from being a client of Euroclear UK & International. 

In addition, clients can also make use of client testing services to test all production (live) File 

Transfer and interactive CREST system functionality.  

Further information on the above messaging standards can be found on the Client Training and 

CREST System Testing sections of my.euroclear.com. 

 

Key consideration (KC) 4: An FMI should publicly disclose its fees at the level of individual services 

it offers as well as its policies on any available discounts. The FMI should provide clear descriptions 

of priced services for comparability purposes. 

Our tariff information is publicly available on www.euroclear.com, via the EUI Tariff brochure. The 

brochure applies to all our clients. 

In our tariff brochure, we publish the applicable fee for each type of core and ancillary service and 

where relevant, the applied volume discounts. Price examples are provided to help clients reconcile 

invoices with the published tariff. 

Changes to our tariff are subject to consultation with our UK User Committee. We will update the 

tariff brochure before the implementation of a tariff change. 

 

Key consideration (KC) 5: An FMI should complete regularly and disclose publicly responses to the 

CPSS-IOSCO disclosure framework for financial market infrastructures. An FMI also should, at a 

minimum, disclose basic data on transaction volumes and values. 

Our response to the disclosure framework and additional disclosure documents (including 

information on transaction volume and values) are publicly available on www.euroclear.com 

Please refer to the Annex below for a full list of available documents referenced within this report. 

 

 

 

 

 

 

 

file:///C:/Users/EOCGLOI/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/N20C2XX7/www.euroclear.com
file:///C:/Users/EOCGLOI/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/N20C2XX7/www.euroclear.com
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Supporting Information Sources 
 

The following sources of information, as referenced throughout this document, can be accessed by 

visiting www.euroclear.com or by logging in to my.euroclear.com: 

https://my.euroclear.com/users/en/login. 

• Board and Committee Composition 

• Business Contingency Arrangements 

• Client Due Diligence Questionnaire 

• Client Training 

• Connectivity and Messaging 

• CREST CCSS Operations Manual 

• CREST International Manual 

• CREST Manual 

• CREST Rules 

• CREST System Testing 

• CREST Terms and Conditions 

• Eligibility Criteria for Participation in the CREST System – Corporate Entities 

• EUI Account Segregation Guidance 

• EUI Participant Default Guidelines 

• EUI Quick Guide to CREST Membership 

• ISAE 3402 

• Membership and Admission 

• Regulatory Environment 

• Securities Application Form 

• TOR – Audit Committee 

• TOR – Board 

• TOR – Management Committee 

• TOR – Risk Committee 

• TOR – User Committee 

 

http://www.euroclear.com/
https://my.euroclear.com/users/en/login
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Glossary 
 

Acronym Full term 

AC Audit Committee 

AFME Association for Financial Markets in Europe 

AML Anti-Money Laundering 

BC Business Continuity 

BCM Business Continuity Management 

BCMS Business Continuity Management System 

BCP Business Continuity Plan 

BIA Business Impact Analysis 

CBI Confederation of British Industry 

CBO Chief Business Officer 

CCP Central Counterparty Clearing House 

CCSS CREST Courier and Sorting Service 

CDI CREST Depository Interest 

CEO Chief Executive Officer 

CINL CREST International Nominees Limited 

CMBCG Cross Market Business Continuity Group 

CMORG Cross Market Operational Resilience Group 

CoSec Company Secretary 

CSD Central Securities Depository 

CSDR Central Securities Depository Regulation  

CTF Counter Terrorist Financing 

DBV Delivery By Value 

DC Datacentre  

DTCC Depository Trust & Clearing Corporation 

DVP Delivery Versus Payment 

EB Euroclear Bank 

ECSDA European Central Securities Depository Association 



  

 

87 

 

Acronym Full term 

EEA European Economic Area 

ERM Enterprise Risk Management 

ESA Euroclear SA 

ESES  Euroclear Settlement of Euronext-zone Securities 

ETT Electronic Transfer of Title 

EUI Euroclear UK & International Limited 

FMI Financial Market Infrastructure 

FoP Free of Payment 

FSMA Financial Services and Market Act 2000 

FT File Transfer 

GUI Graphical User Interface 

ISMS Information Security Management System 

ISO International Open-message Standards 

ITIL Information Technology Infrastructure Library 

KC Key Consideration 

KPI Key Performance Indicator 

KRI Key Risk Indicator 

LTO Long Term Outage 

MC Management Committee 

MRM Management Responsibilities Map 

NED Non-Executive Director 

NRGC Nomination, Renumeration & Governance 

Committee 

NSCC Non-Standard CREST Closure 

NSS National Settlement Service 

NSSRS Network and Security Systems Requirements 

Specification 

ORF Operational Resilience Framework 

PADI Properly Authenticated Dematerialised Instructions 

PAR Positive Assurance Report 
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Acronym Full term 

PIMFA Personal Investment Management and Financial 

Advice Association 

RC Risk Committee 

RCSA Risk and Control Self-Assessment 

RLR Remote Legal Record 

ROC Risk and Operations Committee 

RTGS Real-Time Gross Settlement 

RTO Recovery Time Objective 

SDP Service Delivery Plan 

SDRT Stamp Duty Reserve Tax 

SFD Settlement Finality Directive 

SIX SIS Swiss Securities Service Corporation 

SMCR Senior Manager Certification Regime  

SOP Standard Operation Procedure 

SOR Statement of Responsibility 

SPO Service Partner Oversight 

SSA Shared Services Agreement 

SSE Single Settlement Engine 

TDBV Term Delivery by Value 

TOR Terms of Reference 

USR Uncertificated Securities Regulation 
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