
Since the financial crisis of ten years ago, 
our reliance on interconnected financial 
infrastructure has only increased. Yet, new 
technology waits in the wings.

As yet, we can only speculate on its disruptive 
potential impact and the new vulnerabilities 
it may harbour. But, to my mind, technology 
risk can be broken down into two main areas - 
cyber security and fintech.

Eitherway, we must all master the risks and 
find new ways to collaborate with our industry 
peers and public institutions. We must focus on 
our clients evolving needs to deliver real value.

Dealing with the mounting  
cyber risk 

The threat of cyber crime is intensifying.  
The World Economic Forum noting that cyber 
breaches recorded by businesses have almost 
doubled in the past five years. Some 350 
million new malware variants were released. 
Banking ‘trojans’, designed to steal account 
log-in details, can now be purchased for as little 
as USD 500. 

With the spread of cloud-based services, the 
potential risk scenario has widened in parallel. 
The number of targets for the cyber criminals 
is also growing exponentially. For example, the 
number of mobile devices in use is slated to rise 
from over 8 billion last year to more than 20 
billion in 2020, again offering new ways in for 
cyber criminals. 

Attacks on critical infrastructure are increasing, 
as most amply demonstrated by the WannaCry 
attack which affected 300,000 computers in 
150 countries. 

Building awareness and 
collaboration 

Every firm needs to build in greater awareness 
of the very real risks posed by cyber crime. And 
many need to spend more – as much as three 
times more across Europe according to the 
European Cyber Security Organisation (ECSO).
Cyber is often associated solely with software 
and machines. While important, this is not the 
entire picture. It is vital that the people-element 
is the focus-point in any awareness campaigns 
around increasing our digital security.

I recently spoke around how liquidity, technology and sustainability are among 
the most pressing areas of risk in today’s financial marketplace. Technology is 
certainly among the most pressing, just like liquidity.

Euroclear Collateral Highway

Managing volatility and risk  
by addressing the risks  
in technology

by Brigitte Daurelle, Chief Executive Officer of the ESES CSDs, Euroclear 



© 2018 Euroclear SA/NV, 1 Boulevard du Roi Albert II, 1210 Brussels, Belgium – Tel: +32 (0)2 326 1211 –  
RPM Brussels number 0429 875 591. Euroclear is the marketing name for the Euroclear System, Euroclear plc, Euro-
clear SA/NV and their affiliates. All rights reserved. The information and materials contained in this document are protected  
by intellectual property or other proprietary rights. All information contained herein is provided for information purposes only and does 
not constitute any recommendation, offer or invitation to engage in any investment, financial or other activity. We exclude to the fullest 
extent permitted by law all conditions, guarantees, warranties and/or representations of any kind with regard to your use of any informa-
tion contained in this document. You may not use, publish, transmit, or otherwise reproduce this document or any information contained 
herein in whole or in part unless we have given our prior written consent. Your use of any products or services described herein shall be 
subject to our acceptance in accordance with the eligibility criteria determined by us.

euroclear.com Euroclear is a carbon neutral company PAS2060 certified • MA4234 • SEPT2018

                

At Euroclear, we have a dedicated team 
to counter the cyber threat. We have 
company-wide resources allocated to it and 
we continuously review our cyber resilience 
programme. 

Above all we recognise that cyber awareness 
must permeate every aspect of our daily 
behaviour at all levels of the organisation.  
As a critical market infrastructure there is no 
room for error. Vigilance is paramount.

To me it is clear that we are all stronger 
together. All of Europe – its member states, 
its critical infrastructures, its academia and its 
private sector organisations – all need to step 
up and collaborate on digital security. 

Mastering the fintech challenge 

Collaboration is also key in financial technology. 
Many incumbents worry that a more nimble 
start-up will threaten their business model.  
But I believe we should look at this less as a 
potential disruption than as an opportunity  
to collaborate.

In France, we see collaboration with new 
fintech players as a way of improving access 
to finance and supporting the stability of the 
market and the economy. This is the core 
tenet of the European Commission’s recently 
published Fintech Action plan.

There are however some safety-first rules you 
need to follow in linking with a new entrant. 
You must do your due diligence. Has the start-
up factored in all the risks? Has it fully satisfied 
the requirements of your regulator? What are 
the costs of failure?

Test, test and test again. No new technology  
at Euroclear goes live until it has been proven  
to be robust and compliant. Very few start-ups 
(or established organisations for that matter) 
spend as much time as us on testing, assessing 
risks and outlining contingency/recovery plans.

For me it’s about delivering on our reputation 
for safety and robustness.

Our approach is distinctive –  
and it’s paying off 

Innovating for the sake of it, or playing around 
with fintech as a means to diversify, is pointless. 
At Euroclear, the thrust of our innovation 
is firmly on the core business – enhancing 
custody, information processes and collateral 
efficiency, for instance.
 
Some of the fruits of this approach are already 
visible – in our Global Collateral link-up with 
the DTC, in the expansion of our international 
network and in our use of data to create value- 
added information services.

We believe we can best exploit what fintech 
has to offer by focusing on the evolving needs 
of clients. That may be incremental rather  
than revolutionary. But it results in invaluable 
market change.


